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ABSTRACT

IT service providers need to be capable to efficiently ensure a certain level of quality for

their services. Thus, cost-efficient measurement mechanisms have to be set up to analyze

and control the operations and quickly discover inconsistencies that may lead to a decrease

in the quality of the service. It is crucial for the business to know if the implemented

processes are executed as designed. In order to check the conformance of the executed

processes, different sources can be used for conformance analysis. Within this thesis we

investigate the use of business process models and business rules given by a German IT

company as well as by the IT Infrastructure Library to check the conformance of executed

processes within the incident management process of the German IT company. For the

discovery of these processes, event logs are extracted from the system and process mining

techniques are employed to analyze these logs. The goal of this thesis is to evaluate

the applicability of different techniques to check conformance of real life processes and

furthermore, to investigate their strength and weaknesses using artificially created cases

as well as real life data.
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1 INTRODUCTION

1. Introduction

1.1. Thesis Context

While IT services have become an essential part in business operations, more and more

companies outsource their IT services. A recent survey by Gartner revealed that 80% of

the companies in the USA have considered outsourcing their IT [7]. Primary reasons

for outsourcing are the pressure for cost-efficiency and expected quality improvements

[8]. ”Providers of IT services can no longer afford to focus on technology and their

internal organization, they now have to consider the quality of the services they provide

and focus on the relationship with customers” [9]. In order to provide this focus, IT

service providers need to be capable to efficiently ensure a certain level of quality for

their services. Therefore, cost-efficient measurement mechanisms have to be set up to

analyze and control the operations and quickly discover inconsistencies that may lead to

a decrease in the quality of the service.

Moreover, the capability of fast and cost-efficient analysis is also very important for

the start of an IT outsourcing project. The service provider has to analyze the current IT

Service Management (ITSM) processes and its differences to its own processes to ensure

a smooth migration of the processes.

What is more, companies most often also have to comply to external regulations like

Sarbanes Oxley (SOX) or need to certify their organization against different standards as

e.g. ISO 20000. For this purpose, efficient methods to test the conformance of executed

processes are of high value as well. According to [10], up to 80% of companies expect

business benefits from improved compliance regimens. Hildebrand and Meinhardt add

that compliance initiatives always have to be used to achieve improvements in quality

[11, p. 20].

For the initial analysis as well as for the ongoing control of the IT service management

processes it is important to know which actions are executed and in which order, how
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1 INTRODUCTION

long these actions take and which people are involved at which stage of the process. It is

crucial for the business to know if the implemented processes are executed as designed.

For this purpose there are several strategies to look at. First, we can compare the actual

execution of the process with a process model defined by the company itself. Second,

we can use reference models, e.g. based on the IT Infrastructure Library (ITIL), and

compare these with the executed process. Third, we can investigate to which degree the

executed process complies to defined business rules. These business rules might be defined

by the company itself in various forms and documents or might be given by an external

framework like ITIL.

For all these investigations a very good understanding of the actual process execution

is necessary. In this area, process mining is a cutting-edge technology to leverage the

data recorded by IT systems. Process mining uses event logs recorded by IT systems,

like ERP, CRM or work flow management systems, in order to extract process models as

well as performance and organizational information from real-life process executions [12].

This information can be used to conduct compliance analysis in a way that uncovers the

real execution compliance of an organization rather than just the compliance regarding

written process documentation. Moreover, a comprehensive compliance analysis is often

necessary to actually perform advanced process analyses, e.g. regarding performance, and

to fully understand and interpret their results.

1.2. Research Goal and Method

In this thesis we will give an overview of available compliance methods and select

three different compliance testing techniques for a detailed comparison. We focus on the

evaluation of compliance methods which test the conformance of the executed process

recorded in an event log against a certain process description or regulation. The goal is to

investigate the strengths and weaknesses of the selected approaches from a theoretical as

well as from a practical point of view. Thus, the comparison of the selected methods will

be twofold. First, strengths and weaknesses will be evaluated using artificially created

-2-



1 INTRODUCTION

cases. This gives first insights into the ability to handle certain common challenges and

allows for an analysis of sensitivity towards different interferences. Second, the selected

approaches will be tested on real life data from a German IT service provider in order to

evaluate their practical applicability and to verify the findings of the theoretical analysis.

Institut für Wirtschaftsinformatik

Institute of  Information Systems

Approach

Approach Selection
 Literature Research
 Classification of

Compliance Approaches
 Selection of 3 Approaches

Case Study – Data Extraction
 IT System Analysis
 Log Extraction
 Event Mapping
 Log Transformation

Approach Comparison
 Criteria Definition
 Testing against Artificial Cases
 Testing against Case Study Data

Figure 1: Research Approach

Figure 1 depicts the three phases of the approach which we follow to achieve the stated

goal of this research project. At first we need to select the appropriate approaches which

we are going to compare. The first step of this phase is a literature research in the field of

compliance testing and process mining in order to find approaches which are appropriate

for this research project. Therefore, we will give a classification of currently available

approaches based on the different sources which can be used for compliance testing in the

IT Service Management field. From this classification we will then select the three most

promising approaches for our comparison and give a brief introduction for each of these

approaches.

In order to evaluate the selected approaches against real life data we first have to

extract this data. This is done in the second phase of the project. For this research

project we have access to the database of an ITSM system used in a large German IT

outsourcing project. The software in use is IBM Tivoli Service Desk - formerly known as

Maximo - in combination with different other products for workforce and call management

within the user help desk. These systems have to be analyzed to identify the relevant data

that can be used for process mining and compliance analysis. After the identification, the

data will be extracted to event logs for further analysis. The extracted events have to
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1 INTRODUCTION

be mapped to the sources of compliance analysis against which we will test conformance.

Finally, as different approaches will require different inputs we will also have to prepare

and transform the data for the use with the given software tools.

In the last phase of the project we will finally perform the compliance analysis for each

of the selected approaches. Therefore, we will define different criteria on which we will base

our comparison. For each criteria we will build test cases consisting of a regulation source,

i.e. a process model or a set of business rules, and an event log. Having investigated the

strengths and weaknesses of the selected approaches using artificially created cases, we

will subsequently evaluate their applicability using the extracted case study data.

1.3. Structure of this Thesis

We have organized the content of this thesis in seven chapters. The first chapter dealt

with the overall context and motivation for this thesis and introduced our research goal

and method. The second chapter explains preliminary aspects which are necessary to

understand the work and furthermore, contextualizes our work in the overall context of

business process management. In the third section we give an overview of compliance

analysis approaches. Furthermore, we choose three of the approaches for further evalu-

ation and explain these approaches in more detail. The subsequent chapter, chapter 4,

introduces our case study and elaborates on the extraction of an event log and preparation

of this event log and the selected compliance regulation for the actual compliance testing.

In the fifths section we finally conduct the evaluation of the selected approaches based on

artificially created cases as well as on our extracted case study data. Therefore, we first

introduce several criteria for our evaluation and afterwards discuss our results and propose

suggestions for improvement of the evaluated approaches. In chapter 5 we conclude this

thesis with a summary of our results and provide an outlook for future research.

-4-



2 PRELIMINARIES

2. Preliminaries

2.1. Business Process Management

2.1.1. Overview and Contextualization

Starting with a general overview of the business process management (BPM) field, we

want to contextualize the topic of this thesis in the big picture of BPM in this section.

Definitions of BPM vary throughout the literature. Treat gives in [13] a comprehensive

definition from the Association of Business Process Management Professionals (ABPMP):

Definition 1. ”Business Process Management (BPM) is a disciplined approach to iden-

tify, design, execute, document, monitor, control, and measure both automated and non-

automated business processes to achieve consistent, targeted results consistent with an

organization’s strategic goals. BPM involves the deliberate, collaborative and increas-

ingly technology-aided definition, improvement, innovation, and management of end-to-

end business processes that drive business results, create value, and enable an organization

to meet its business objectives with more agility.”

Evaluation

Design &
Analysis

Configuration

Enactment

Design:
Business Process 
Identification and 

Modeling

Analysis:
Validation
Simulation
Verification

Configuration:
System Selection
Implementation

Test and Deployment

Enactment:
Operation
Monitoring

Maintenance

Evaluation:
Process Mining

Business Activity Monitoring

Administration 
and 

Stakeholders

Figure 2: Business Process Lifecycle [1]
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2 PRELIMINARIES

Thus, Treat argues that BPM is a process in itself as well as a management discipline.

BPM focuses on the lifecycle of a business process as e.g. defined by Weske in [1]. This

lifecycle starts with the identification and modeling of business processes. After a deep

analysis through e.g. simulation, the process is configured to run supported by IT sys-

tems. When the process is enacted and runs in operation it is constantly monitored to

gather data for measurement and improvement. Finally, this data is evaluated through

technologies like business activity monitoring or process mining. Insights of these evalu-

ations drive the starting of the next cycle by building the fundament for improvements

in process design. Hence, the maturity of a business process constantly grows through

business process management.

Compliance management can be done in all of the four phases of the process lifecycle

as depicted in Fig. 2. First compliance can be ensured by the design of the process and

enforced by the subsequent configuration of the IT system. As this makes IT systems

very inflexible, instead of hard-wiring the process into the IT system, compliance can also

ensured during the actual enactment by installing a separate compliance monitor which

detects non-compliant behavior and interferes if necessary. Last but not least, compliance

can be measured in the post-execution phase, i.e. the evaluation phase.

Moreover, the authors of [14] state that compliance is a vertical concern and therefore

a compliance management framework has to cover the whole business process lifecycle.

The authors also argue that a full and integrated coverage of the lifecycle will reduce the

complexity of compliance architectures and algorithms. The different types of compliance

analysis will be introduced in more detail in chapter 3.1.

Having contextualized our work, we will subsequently introduce the two most impor-

tant aspects of BPM for this thesis in more detail: Process modeling and process mining.

2.1.2. Process Modeling

Process modeling is the starting point for every BPM initiative and a good understand-

ing of the different concepts used in this thesis is required to follow the argumentation.

-6-



2 PRELIMINARIES

Process models can mainly be categorized into two groups: Imperative and declarative

process models. In the literature the term procedural process models can also be found

for the imperative approach. We will use both terms as synonyms in this thesis. Figure

3 shows the main difference between the two approaches. While imperative languages

explicitly define all allowed behavior, declarative languages only define constraints and

thereby only limit the space of allowed behavior without explicitly defining it [2]. Pesic

therefore states in [2] that imperative models take an ”inside-to-outside” approach as

shown in Fig. 3. The space of allowed behavior is defined by specifying all execution

alternatives and new alternatives have to be added explicitly to the model. Declarative

languages take the opposite approach – the ”outside-to-inside” approach – by setting limits

to the space of permitted behavior by defining constraints. Moreover, declarative modeling

languages focus only on what has to be done, while imperative languages explicitly state

how something has to be done [15].Section 3.3 A New Approach for Full Flexibility 81

PROCEDURAL 
MODEL

constraints constraints

constraints constraints
adding execution 

alternatives

forbidden behavior

Figure 3.34: Declarative vs. procedural approach

bility by design. Moreover, other types of flexibility can also be supported. With
help of the YAWL system and its worklets [44] it is possible to create arbitrary
decompositions of procedural and declarative models and achieve flexibility by un-
derspecification. Flexibility by change can be achieved by ad-hoc change, which
can be easily applied to the constraint-based approach. The so-called optional
constraints allow for flexibility by deviation.

flexibility by 
design

flexibility by 
underspecification

flexibility by 
change

flexibility by 
deviation

control-flow 
perspective

resource 
perspective

data 
perspective

Figure 3.35: A new approach for all types of flexibility

Note that it is possible to develop procedural models that allow for flexibility
by design. Consider, for example, a process model consisting of activities A, B
and C, where any execution alternative is possible. Figure 3.36 shows a CPN
representing this model. Between the initiation and termination of the process
(represented by transitions start and end, respectively) it is possible that (1)
each of activities A, B and C is executed zero or more times, (2) activities A, B
and C are executed concurrently and (3) activities A, B and C are executed in
any order. Thus, this model allows for infinitely many execution alternatives and
offer a high degree of flexibility by design (cf. Section 3.2.1). However, adding
some simple rules that should be followed during execution is often too costly

Figure 3: Imperative vs. declarative process modeling based on [2]

Popular languages for imperative process modeling are e.g. Event-driven Process

Chains (EPCs), the Business Process Modeling Notation (BPMN) and Petri nets. Declar-

ative languages are not yet as widespread as imperative languages. Two representatives

of declarative languages which have recently been developed are ConDec [2] and Saturn

[16]. The discussion on the strength and weaknesses of the two different approaches is still

ongoing. Pesic and van der Aalst – the authors of ConDec – argue in [3] that imperative

languages tend to over-specify the process. Figure 4 shows the definition of exclusiveness

in the declarative language ConDec as well as in an imperative modeling language. The
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2 PRELIMINARIES

declarative language simply models the tasks A and B and specifies that these tasks are

in an exclusiveness relation and thus, A and B should not be both executed. The imper-

ative language on the other side also models A and B, but furthermore has to introduce

a decision function D and two constraints c1 and c2 which specify when exactly A will be

executed and when exactly B will be executed.

A
B

A
B D

c1

c2

Declarative Imperative

vs.

Figure 4: Exclusiveness in imperative and declarative process modeling based on [3]

In [17] Fahland et al. investigate differences concerning the understandability of pro-

cess models. The authors argue that imperative languages deliver sequential information

better than declarative languages whereas declarative languages are more suitable for cir-

cumstantial information. Sequential information in this context relates to the execution

order of actions, i.e. to which outcome does a certain action lead or from which outcome

is it following. Opposed to sequential information, circumstantial information describe

the conditions which lead to certain outcome, e.g. the combinations of circumstances that

lead to the execution of a certain task. Nevertheless, empirical proofs of the propositions

by Fahland et al. are still missing. Yet, it can be said that there is no superior modeling

approach, but based on the application both have strengths and weaknesses.

In the remainder of this section we want to briefly introduce Petri nets as well as the

ConDec modeling language as these will be used in this thesis for the modeling of pro-

cesses.

Petri nets are bipartite graphs which contain two types of nodes: Places and transitions

[18, pp. 9]. Transitions are depicted by boxes and represent activities. Places are modeled
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2 PRELIMINARIES

as circles and can hold tokens which are indicated by black dots. Transitions and places

are connected by directed arcs, but it is not allowed to connect two nodes of the same

type. In order to execute an activity, the corresponding transition needs to be enabled.

A transition is enabled if every place which is connected via an incoming arc to the

transition, contains a token. The execution of a transition is called firing and produces

a token on every place which is connected to the firing transition by an outgoing arc.

Thereby, the distribution of the tokens over the places is changed. This distribution is

also called marking.

A

B

D

C

E

F

Gp1 p2 p3

p4

p5

p6

p7

p8

Figure 5: Petri net with a choice and a parallel branch

Figure 5 depicts an example of a Petri net which includes a choice between two tasks

and a parallel branch. At the start of the process, there is only one token in the first

place (p1) which enables transition A. Once A fires it produces a token on place p2 which

enables transitions B and C. The transitions B and C are exclusive to each other because

both share one input place which can only contain a single token for every execution of

the process. Thus, once one of the two tasks fires it consumes the token from place p2

and the other task is no longer enabled. After one of the two transitions B or C fired, a

token is produced on p3, enabling transition D. The transition D has to two output places

and thus, produces two tokens once it is fired. Thereby, both task E and F get enabled

and can be fired in an arbitrary order which means they can be executed in parallel.

Transition G has two input places and thus, can only fire if there is a token on both input

places. Therefore, transition G has to wait until both E and F fired. Hence, transition

G synchronizes the process after the parallel branch. Finally, after G fired, a token is
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produced in the end place (p8) and the process is completed.

Having introduced the basic concepts of the imperative language of Petri nets, we now turn

to the declarative language ConDec. ConDec is an extendable, template-based language

[19]. Every template defines a constraint by defining a name, a graphical representation

and the semantics. The semantics of ConDec constraints are defined by Linear Temporal

Logic (LTL) formulas. LTL is a modal temporal logic developed by Pnueli which in-

troduces modalities referring to time that can be used to verify different properties in a

linear path [20]. The language includes the basic logical operators (∧,∨,⇒,⇔,∃,∀) and

additionally the following operators to express time-related properties:

Nexttime (©A) specifies that a property A holds in the next state of the path.

Eventually (♦A) specifies that a property A evaluates to true at at least one point in

the path.

Always (�A) specifies that a property A has to hold in every state of the path.

Until (A ∪B) specifies that a property A has to hold until property B holds.

The constraint templates defined in ConDec are parameterized graphical representa-

tion of LTL formulas. Figure 6 shows the process depicted in Fig. 5 as a ConDec model.

The shown ConDec model uses the following four templates:

Existence - init defines that every process instance has to be started with a particular

task. In our example this is task A. The LTL formula to check whether the first

activity is A is simply ”A”, as without any time-related operator always the first

state is meant.

Precedence specifies that a task Y has to be preceded by a task X. Thus, Y cannot

happen before X, but X does not imply Y. The LTL formula for precedence is

”!Y ∪X”.
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Response defines that whenever a task X is executed, a task Y has to follow as a response

at any time in the process after X. The LTL formula for the response is ”X ⇒ Y ”.

Thus, X implies Y, but Y could still happen before X and does not imply a preceding

X.

Not co-existence specifies that two task X and Y cannot both happen in one process

instance. The corresponding LTL formula is !(♦X ∧ ♦Y ).A
B

A
B D

c1

c2

Declarative Imperative

vs.

C

B

A not
co-existence

precedence

precedence

Incident Identification Incident Logging Incident Categorization Incident Prioritization Inital Diagnosis Investigation and Diagnosis
prec. prec. prec. prec. prec.

Functional Escalation

Management EscalationMajor Incident Procedure Resolution and Recovery

Incident Closure

prec. prec. prec.

prec.

prec.

init 1..* 1..*

D

response

response

init

E

F

response

response

G

precedence

precedence

Figure 6: ConDec model with a choice and a parallel branch

Note that although the two process models in Fig. 5 and 6 look similar, they are not

equivalent in the allowed behavior, i.e. they are not trace-equivalent. The Petri net allows

for exactly four different traces: ”ABDEFG”, ”ABDFEG”, ”ACDEFG”, ”ACDFEG”.

The ConDec model on the other hand allows for an infinite number of traces. This is due

to the fact that we do not prohibit repetitions of tasks. Thus, every task can be executed

arbitrarily often. Moreover, besides task A, none of the tasks is mandatory and hence,

also e.g. the trace ”A” is a valid trace in the ConDec model. Here, the ”outside-to-inside”

approach of declarative languages can be seen, as the model does not specify the allowed

traces, but simply excludes traces from the infinite space of possible traces by defining

constraints.

2.1.3. Process Mining

Process mining is a cutting-edge technology to leverage the information recorded by

IT systems which support the business processes. The main goal of process mining is to
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automatically discover information from event logs created by IT systems [12]. Figure 7

illustrates the basic approach of process mining [4]. The event logs stored by different

information systems range from simple text files to data hidden in complex structures

of large databases. In order to cope with this large variety of log information, a generic

XML-based format called Mining XML (MXML) has been developed. This format is used

by the process mining workbench ProM which is currently available in version 51. At this

point, version 6 of ProM is under development and is about to be released. In ProM 6

a new event log format is introduced: The eXtensible Event Stream (XES) format. XES

overcomes some of the shortcomings of MXML as e.g. the missing semantics for meta

data [21]. Nevertheless, MXML is used in this thesis because the currently available pre-

release of ProM 6 is not yet stable and some of the used plug-ins are not yet ported to

ProM 6.

1.3 Running Example 5

information 
system

(process)
model

event
logs

models
analyzes

discovery

records 
events, e.g., 
messages, 

transactions, 
etc.

specifies 
configures 
implements

analyzes

supports/
controls

extension

conformance

“world”

people machines

organizations
components

business processes

Figure 1.2: Sources of information for process mining. The discovery plug-ins
use only an event log as input, while the conformance and extension plug-ins
also need a (process) model as input.

Figure 1.2 illustrates how these plug-ins can be categorized. The plug-ins
based on data in the event log only are called discovery plug-ins because
they do not use any existing information about deployed models. The plug-
ins that check how much the data in the event log matches the prescribed
behavior in the deployed models are called conformance plug-ins. Finally,
the plug-ins that need both a model and its logs to discover information
that will enhance this model are called extension plug-ins. In the context
of our common questions, we use (i) discovery plug-ins to answer questions
like “How are the cases actually being executed? Are the rules indeed being
obeyed?”, (ii) conformance plug-ins to questions like “How compliant are the
cases (i.e. process instances) with the deployed process models? Where are
the problems? How frequent is the (non-)compliance?”, and (iii) extension
plug-ins to questions like “What are the business rules in the process model?”

1.3 Running Example

The running example is about a process to repair telephones in a company.
The company can fix 3 different types of phones (“T1”, “T2” and “T3”). The
process starts by registering a telephone device sent by a customer. After
registration, the telephone is sent to the Problem Detection (PD) depart-

Figure 7: Overview of process mining [4]

Having an event log extracted from an IT system, process mining allows us to do three

1http://prom.win.tue.nl/research/wiki/prom/downloads
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types of actions: Model discovery, model extension and conformance checking.

With the different available discovery algorithms, the discovered information can be

split into three categories depending on the perspective of interest. These three perspec-

tives look at either the process, the organization or the case [22]. The process perspective

focuses on the generation of an explicit process model which covers all possible paths

expressed in the event log in a process model, i.e. a Petri net or an Event-driven Process

Chain (EPC). From the organizational perspective we can mine which persons and roles

execute certain activities and how these persons are related to each other. The third

perspective focuses on the different characterizations of cases. A case is a specific process

instance and can be characterized by its path in the process model, the roles and persons

that take part as well as the value of the data elements that correspond to the particular

case.

While the discovery algorithms return new and independent models, it is also possible to

use process mining techniques to enrich existing process models [4]. This is called model

extension. Process models can be enriched with performance data which is extracted

from given event logs. Performance data might e.g. include throughput times, durations

of tasks or waiting time between tasks. Moreover, process models can be enriched with

conditions that influence the decision points, i.e. the outcome of splitting nodes [23].

The third type of process mining technique, the conformance checking, refers to the com-

parison of the discovered process with a given process definition, e.g. given by a process

model. In this thesis, we will primarily focus on this type of process mining techniques

in order to show how compliance can be checked against the actual executions of pro-

cesses. Therefore, chapter 3 will introduce the basic concepts of compliance analysis and

introduce selected approaches.
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2.2. IT Service Management

Before we finally turn to the main part of this thesis - the compliance analysis - this

section will give a brief introduction to the area of IT Service Management (ITSM) in

which we will conduct our analysis.

IT Service Management ensures the planing, operation, monitoring and optimization

of IT services which support the customer’s business processes [24, p. 9]. Hereby, ITSM

focuses on the control of the operational IT processes and encompasses all activities which

are necessary to maximize the utility of the provided IT services for the customer. ITSM

can therefore be seen as a boundary role function between the customer and the service

provider. The term customer in this context is used for both internal as well as external

customers of an IT service provider.

As IT service providers got more and more under cost pressure during the last cen-

turies, best practices have been developed in order to make ITSM more efficient and

less expensive. One of the most used set of best practices is the IT Infrastructure Li-

brary (ITIL) which has been developed by the Central Computer and Telecommunica-

tions Agency (CCTA) - today called Office of Government Commerce (OGC) - starting

in 1989 [25, p. 24]. Today, ITIL is available in the third version containing five books

which are oriented on the IT service lifecycle as shown in Fig. 8.

The core of the IT service lifecycle is the service strategy which contains the company’s

vision and it’s strategic goals [24, pp. 13]. Based on the strategy and the resulting service

portfolio, the service design – which encompasses e.g. service catalogue and service level

management – is developed. The service design phase involves the conception of new

services as well as the substantial change of existing IT services. Subsequently, the new

or changed services are developed, tested and brought into operation during the service

transition phase [26, p. 23]. During the service transition, change and release management

play a key role in order to ensure a proper interaction of all IT components. Being put

into operation, the service operation processes assure a proper service delivery for all IT
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of a body of knowledge based on public frameworks and

standards. Collaboration and coordination across

organizations are easier on the basis of shared practices

and standards.

1.2.3 ITIL and good practice in Service

Management

The context of this publication is the ITIL Framework as a

source of good practice in Service Management. ITIL is

used by organizations worldwide to establish and improve

capabilities in Service Management. ISO/IEC 20000

provides a formal and universal standard for organizations

seeking to have their Service Management capabilities

audited and certified. While ISO/IEC 20000 is a standard to

be achieved and maintained, ITIL offers a body of

knowledge useful for achieving the standard.

The ITIL Library has the following components:

■ ITIL Core: best-practice guidance applicable to all

types of organizations that provide services to a

business

■ ITIL Complementary Guidance: a complementary set

of publications with guidance specific to industry

sectors, organization types, operating models and

technology architectures.

The ITIL Core consists of five publications (see Figure 1.2).

Each provides the guidance necessary for an integrated

approach as required by the ISO/IEC 20000 standard

specification:

■ Service Strategy

■ Service Design

■ Service Transition

■ Service Operation

■ Continual Service Improvement.

Each publication addresses capabilities having direct

impact on a service provider’s performance. The structure

of the core is in the form of a lifecycle. It is iterative and

multidimensional. It ensures that organizations are set up

to leverage capabilities in one area for learning and

improvements in others. The Core is expected to provide

structure, stability and strength to Service Management

capabilities, with durable principles, methods and tools.

This serves to protect investments and provide the

necessary basis for measurement, learning and

improvement.

The guidance in ITIL can be adapted for changes of use in

various business environments and organizational

strategies. The Complementary Guidance provides

flexibility to implement the Core in a diverse range of

environments. Practitioners can select Complementary

Guidance as needed to provide traction for the Core in a

given business context, much as tyres are selected based

on the type of automobile, purpose and road conditions.

This is to increase the durability and portability of

knowledge assets and to protect investments in Service

Management capabilities.

Introduction | 5
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Figure 8: IT Service Lifecycle - The core of ITIL [5, p. 5]

services. The most important service operation processes are the incident management,

the problem management and the request fulfilment process. The goal of the incident

management process is to bring a service which is disrupted, back to normal operation

as fast as possible. While the incident management process does not care for long-term

solutions, but only for fast solutions, the problem management is put into place to find

and eliminate the root cause of incidents for which the root cause is unknown. ITIL

suggest to implement a service desk in order to provide a single point of contact for the

user to report incidents. The incident management process is in many cases the starting

point and trigger for other processes. Incidents are reported and might turn into problems

handled by problem management. The solutions of problems might subsequently require

changes in the IT infrastructure and involve change and release management as well as

configuration management. Therefore, the incident management has a central role in the

management of IT services as it is not only the starting point for several other processes,

but also provides a single point of contact by setting up a help desk or service desk. The

incident management process is therefore chosen as the primary focus of the analysis of
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this thesis.

In order to constantly improve all ITSM processes, ITIL suggests an integrated con-

tinual service improvement process to advance process effectiveness and efficiency. The

core of the continual service improvement process forms a seven step method based on

the Deming Cycle [24, pp. 166].

3. Compliance Analysis

3.1. Concepts for Compliance Analysis

3.1.1. Overview of Compliance Management

In order to assess and analyze compliance, we first have to define what compliance is.

In this section we will give a definition for compliance and briefly introduce the different

types of compliance testing.

On the basis of Rath and Sponholz [27, p. 25], we define compliance as follows:

Definition 2. Compliance refers to the knowledge of all regulations which are imposed on

the organization and the adherence of these regulations. Furthermore, compliance encom-

passes the establishment of adequate processes as well as the control and documentation

of conformance to the relevant regulation for internal and external stakeholders.

With this definition we do not only include conformance to legislative regulations as

for instance the Sarbanes-Oxley Act2, but also the conformance to standards or best

practices as ITIL which has been introduced in chapter 2.2. Conformance to standards

and best practices is often requested by customers or required to survive in competition

[11]. Moreover, the adherence to an accepted industry standard also improves the image

of a service provider.

Definition 2 also encompasses the requirement to control and document the adherence

to the relevant regulations in order to be able to provide evidence to internal and external

2The Sarbanes-Oxley Act: http://www.soxlaw.com/
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stakeholders. The ever-increasing number of compliance requirements which are imposed

on companies, as well as their diversity and complexity, make the compliance management

process often very complicated [28]. Thus, a software-aided compliance management is

necessary. Here, two different types of compliance checking can be distinguished: Forward

compliance checking and backward compliance checking [14].

Forward compliance checking approaches aim at the prevention of non-compliant

behavior. Therefore, these approaches verify given rules during design time or execution

time. Design time compliance focuses on the compliance of process models which are de-

ployed either for direct execution in a workflow management systems or for the instruction

of employees. Several approaches exist to limit non-compliance at design time. Elgammal

et al. for example introduce in [29] an approach based on a taxonomy of compliance

constraints which uses property specification patterns in order to find the root causes of

design time violations. The idea of this and similar approaches is to compute the devia-

tions between a process model and given compliance constraints. Other approaches try

to guide the process modeler already during the creating of the process models in order

to limit non-compliance (cf. [14]).

Compliance rules in execution time compliance or run-time compliance checking can

be furthermore subdivided into enforceable and non-enforceable rules whereas the latter

category can be again split into monitorable and non-monitorable rules [30]. Enforceable

rules can always be monitored and compliance violations can be prevented before they

occur. Non-enforceable rules can at best be monitored and reported. Therefore, execu-

tion time compliance checking involves compliance checking engines which monitor the

process execution and check the compliance e.g. against a given process model or given

business rules. Once a compliance violation is detected the monitor either intervenes or

simply reports the violation. Van Hee for instance propose in [31] an execution monitor

for on-the-fly auditing which is based on colored Petri nets. The monitor captures the

events from the running executions and tries to fire the corresponding transitions in the
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colored Petri net. As long as every transition can be fired, the execution is considered to

be compliant.

Backward compliance checking focuses – in contrast to forward compliance checking

– on process instances which have already been executed. For example the Conformance

Checker plug-in in ProM 5 which has been developed by Rozinat et al. [6], checks to

which degree a log file of a process execution matches the behavior specified in a given

process model. Another approach which is also implemented in the ProM framework has

been developed by van der Aalst et al. in [32]. This approach allows to specify business

rules using LTL formulas and to check these formulas against an event log of a process

execution.

3.1.2. Compliance Aspects in IT Service Management

In order to do compliance checking in IT Service Management it is necessary to know

what the source regulation is, against which process compliance should be checked. More-

over, there are different aspects within business to draw a comparison to. In this section

we will elaborate on the sources and targets in IT Service Management that can be used

for compliance analysis.

Starting with the sources we can further divide the field of regulations into internal and

external regulations. Internal regulations comprise work instructions and process models

which reflect the TO-BE state of the process under consideration. Work instructions can

normally be found in simple text documents containing e.g. tables describing the different

steps somebody has to execute on a very detailed level using descriptive text. Process

models on the other hand are more formalized and most often comprise different levels of

detail [33]. Popular modeling notations in practice are e.g. EPCs and BPMN [1].

Looking for external regulations in the field of IT Service Management we might first

consider the IT Infrastructure Library which has been introduced in chapter 2.2. ITIL
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is a set of ’Good Practices’, but not a standard or real regulation. Thus, as Brookes

puts it, a company cannot be ’ITIL compliant’ [34]. Nevertheless, the ITIL framework

defines ’must have’ requirements for individual processes. These requirements can be

found in the ITIL books (see e.g. [5]) in the form of flow charts and descriptive text

and can be used for the evaluation of a certain kind of compliance. Furthermore, there

are several reference models based on the ITIL framework. For instance IDS Scheer3

offers an EPC-based reference model which can be used in the ARIS toolset. Another

reference model based on the ITIL framework is provided by IBM and is – opposed to the

reference model from IDS Scheer – freely available. It is part of the IBM Tivoli Unified

Process4 (ITUP) framework and contains process models modeled as activity diagrams in

the Unified Modeling Language (UML). Like the IDS Scheer models, ITUP also contains

different levels of abstraction and furthermore, gives detailed information on roles and

responsibilities as well as more detailed task descriptions.

Another external source for compliance checking in IT Service Management is the

ISO 20000 standard which is based on ITIL and the BS 15000 published by the British

Standard Institute (BSI) [35]. The standard requires 14 processes to be implemented and

gives details on tasks, responsibilities and documentations that have to be set up. The

content of the ISO standard is given by checklists, descriptive text and images.

Figure 9 shows the three different ways in which compliance can be tested. Regarding

the different aspects within business which we can use for comparison with the mentioned

internal and external regulations, we can distinguish two different approaches. First,

we can check the internal regulations against the external regulations. This is what

3http://www.ids-scheer.com/en/ARIS/ARIS_Reference_Models_/ARIS_ITIL/3742.html
4http://www-01.ibm.com/software/de/itsolutions/governance/servicemanagement/tool.

html
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is done most often in certification programmes and audits which often only test the

existence of certain documents (cf. [36]). The second option is to check the internal or

external regulations against the actual execution of the processes which is recorded by the

supporting IT systems. As described in chapter 2.1.3 the execution of business processes

is in many cases logged in event logs which can be analyzed using different process mining

techniques. Thus, employing process discovery algorithms we can derive a process model

from an event log. Hence, there are two possible targets regarding the real execution

of business processes for which compliance can be checked: Event logs and discovered

process models.

3.1.3. Approaches focusing on Execution Compliance

In this thesis we focus on the comparison of internal or external regulations and the

actual executed processes. Based on the different aspects discussed in chapter 3.1.2, Fig.

10 depicts the possible sources and targets for compliance analysis of real life processes.

We will use the different combinations of sources and targets in this section to classify
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and introduce available methods for software-aided compliance analysis.
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Figure 10: Sources for compliance testing

On the source side we can differentiate between unstructured process documentation –

i.e. work instructions or descriptive text coming from standards, frameworks or contracts

– and process models which are more formalized and therefore can be processed more

easily. Regarding the target side we have event logs which comply to a certain structure

and process models which can be derived from these event logs using process discovery

methods. In order to do a software-aided compliance analysis between unstructured doc-

umentation and either event logs or process models, we have to extract more formalized

representations from the content of these documents. Therefore, we introduce business

rules. A widely used definition of a business rule comes from the Business Rules Group

(formerly know as GUIDE) [37]. They define a business rule as ”a statement that defines

or constrains some aspect of the business”. Thus, a very simple business rule can for

example be: ”You always have to log every incident”. This rule requires a task to be

mandatory and can easily be formalized as we will show later. But business rules can also

get very complex or may be combined with each other.

We remark that we do not assume business rules to be already documented in a for-

malized way, but that they have to be extracted from unstructured process documentation
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and process models in a manual or semi-automated manner. Popular languages to de-

scribe business rules belong either to the family of temporal logic or to the family of

Deontic logic [38]. Chapter 3.3.2 gives an overview on how to derive business rules.

Knowing all types of sources and targets we can derive the following four combinations

of source and target types to classify the different existing compliance checking methods:

• Process model vs. process model,

• Process model vs. event log,

• Business rule vs. process model,

• Business rule vs. event log.

In the remainder of this section we will provide examples of approaches for each of

these four categories. Note that we do not claim to give a complete overview of all existing

approaches, but only state examples to give an impression of available approaches.

Process model vs. process model There are several methods available to measure

the similarity of process models. An overview of different equivalence notions for

Petri nets is given in [39]. Traditional equivalence notions face the problem that

they only return simple ’yes’ or ’no’ outcome for similarity comparison [40]. Dongen

et al. introduce in [41] an approach using the causal footprint of process models as

a base for comparison. The causal footprint of a model consists of look-ahead and

look-back links which express the relationships of the nodes of a process model. In

contrast to traditional equivalence notions like trace equivalence and bisimulation

the footprints allow to derive a degree of similarity instead of a simple ’yes’ or ’no’

outcome. Moreover, Dongen et al. also adapt concepts from textual and metamodel

similarity approaches as described in [42] to automatically match functions across

process models.
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Process model vs. event log Looking at the level of compliance of an event log to a

given process model there are different approaches that use some kind of replaying

techniques. That means, each instance in the event log is tried to be replayed in the

process model. In [43] Cook et al. present such an approach using a timed concurred

model and an event stream which is replayed in this model. Rozinat and van der

Aalst combine the replaying technique with state space analysis and the already

mentioned notion of footprint comparison [6]. The authors thereby introduce the

notions of structural and behavioral similarity. In order to avoid the problems of

state space explosion that come along with state-based techniques, Weidlich et al.

use a more relaxed approach based on behavioral profiles [44]. This approach does

not replay the event log in the process model, but compares the behavioral profiles

of all pairs of activities found in the event log with their corresponding pairs in the

process model.

Business rule vs. event log In order to check if a stream of events in an event log com-

plies to a set of business rules there are different approaches available using different

notions of temporal logic. Giblin et al. introduce a metamodel for modeling and

managing regulations called REALM (Regulations Expressed as Logical Models)

[45]. They built upon Timed Propositional Temporal Logic (TPTL) to formulate

compliance rules in a real-time temporal object logic over UML concept models. A

similar approach based on linear temporal logic (LTL) is introduce by van der Aalst

et al. in [32], but without the use of graphical representations. In [46], Chesani et

al. present means to transform a graphical model into a formal language based on

computational logic in order to check the conformance of event logs.

Business rule vs. process model Approaches to check business rules against a given

process model are rather rare. Nevertheless, a few do exist. Liu et al. for example

introduce in [47] a framework to check process models expressed in the Business

Process Execution Language (BPEL) against business rules specified in the graphi-
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cal Business Property Specification Language (BPSL). The BPEL model is therefore

first transformed into the Pi calculus representation and then into a finite state ma-

chine. The business rules are transformed into LTL formulas and these are checked

against the finite state machine.

3.2. Selection of Approaches

In the last section we have given a brief overview of approaches which can be used

to check the compliance of the executed processes as recorded by the IT systems. From

these approaches we have chosen three approaches for a detailed comparison. Therefore,

we first selected the types of sources and targets which we want to use for our compliance

analysis. We decided to use only approaches which directly test compliance against a

given event log because if we are testing against a process model as compliance target,

we already have to face a certain information loss. This information loss is due to the

fact, that the process model has to be mined from the event log. During this process, low

frequent behavior might be cut off as it is regarded as noise (cf. section 4.2.1). Hence,

only the event log gives us the complete available information about the executed process.

Looking at the sources of compliance, we will use both process models and business rules.

In order to check the conformance of an executed process recorded in an event log

against a process model, we decided to take two different approaches: One approach

which uses the log replaying technique and one which employs a more relaxed checking

method based on behavioral profiles. Due to the available tooling, we have chosen the

Conformance Checker available as plug-in in the ProM 5 framework and the Behavioral

Profile Checker developed by Weidlich et al.

Regarding the checking of business rules in event logs, we decided to use the approach

based on LTL which has been introduced by van der Aalst et al. and combine it with the

use of the declarative process modeling language ConDec. LTL has been chosen mainly

because of its maturity and the available tooling which is one of the strengths of LTL and
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temporal logic in general (cf. [48]). ConDec models can be defined in the DECLARE5

tool and can be directly exported as LTL formulas in the format expected by the LTL

Checker plug-in in both ProM 5 and 6.

3.3. Compliance Checking using Linear Temporal Logic

3.3.1. Introduction to Linear Temporal Logic for Event Logs

In order to check business rules on the basis of cases we need a language to formulate

these business rules so they can be checked using software tools. In [32] van der Aalst

et al. propose an approach to verify certain properties - or business rules - in event logs

using linear temporal logic (LTL). Van der Aalst et al. extend the language to exploit

the structure of event logs. Therefore, they introduce operands to access the different

properties contained in an event log, like attributes of the process instance and the audit

trail entries. Furthermore, they provide tool support by introducing the LTL Checker [49]

in the ProM framework. The LTL Checker already provides a set of predefined formulas

that can be used out of the box and easily can be extended. Thinking of our very simple

business rule which defines the task ’Log incident’ to be mandatory, we can express

this in a very simple way: <>(activity == "Log incident"). Using the eventually

operator we define that the task ’Log incident’ has to be executed at some time in every

process instance. The following example formula shows another simple business rule in

the extended LTL language which furthermore makes use of the different event types and

defines that task B must not be finished before task A is completed:

(

! ( ( activity == "B" /\ event == "COMPLETE" ) )

_U

( activity == "A" /\ event == "COMPLETE" )

)

5http://www.win.tue.nl/declare/tool.html
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This business rule uses the ∪-Operator (_U) to declare that for a case there should not

be an activity with the label ’B’ and the event type ’complete’ until the ’complete’ event

of activity ’A’ occurred in the log. Without the event type information in the formula,

we would forbid that any event relating to activity B happens before any event of ac-

tivity A occurred. Thus, we would get a business rule stating that activity B must not

be executed before the execution of A started. A and B could still be executed concur-

rently and B could even be completed before A. In the above rule – which includes event

type information – it is possible to start activity B even before A. Thus, the correct use

of event log specific operands is of high importance when defining business rules in the

ProM environment.

In this thesis we will use the declarative language ConDec which has been introduced

in section 2.1.2 to model rules in LTL. We will therefore employ the DECLARE tool.

The designer component of DECLARE supports 35 different constraint templates. The

process models created in the DECLARE designer can be exported directly as LTL for-

mulas in the format expected by the ProM LTL Checker. Note that in the current version

2.0 of the DECLARE system, the export function produces a _W instead of an _U for the

∪-Operator. Therefore, this operator has to be manually replaced in the output file before

it can be used with the LTL Checker in ProM.

Besides the functionality to model processes in the ConDec language and to export

them as LTL, the DECLARE system also provides the ability to verify ConDec models.

Consider e.g. the ConDec model shown in Fig. 11. Here, all 3 activities A, B and C

are marked as dead by the verification function because the occurrence of A implies the

occurrence of both B and C while B and C are not allowed to co-occur. Especially in

bigger models it is important to verify that the defined rules do not contradict each other.
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A
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Figure 11: Example for a ConDec model with 3 dead activities

3.3.2. Deriving Business Rules

Unstructured process documentations and regulations can be complex and sometimes

also require interpretation because they are vaguely formulated [30]. Therefore, domain

knowledge is necessary to derive business rules from these unstructured documents. This

is a task which can only be done manually by somebody with sufficient domain knowledge.

Moreover, business rules cannot only be derived from unstructured documentation as

mentioned in section 3.1.3, but also from process models. To our best knowledge there

is currently no work available dealing with the extraction of business rules from process

models. A possible approach could be to derive the behavioral profile from the process

model and transform all behavioral relations to rules in a ConDec model. This requires

a mapping from each type of behavioral relations to a template rule in ConDec. For

example the strict order relation could be mapped to the precedence relation in ConDec.

The precedence relation is defined as

!(activity == "B") _U ( activity == "A" ).

Thus, activity B cannot be executed until activity A is executed, but activity A does not

imply the execution of B. This reflects exactly the definition of the strict order relation.

The exclusiveness relation can be mapped onto the ”not co-occurrence” relation while

the interleaving order relation does not have to be mapped, because interleaving order is

the basic assumption in ConDec when no other constraint is defined on the order of two

tasks. Furthermore, the mandatory tasks can be marked in ConDec with the existence
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rule which defines that a task has to be executed at least once. Last but not least, the

co-occurrence relation can be mapped to the response constraint which defines that the

occurrence of one activity implies that another activity has to occur afterwards.

Hence, we have shown that all behavioral relations can be mapped onto available

constraint templates in ConDec. The resulting ConDec model of such a transformation

could directly be used for compliance analysis or could serve as a basis which might be

extended or reduced by a domain expert. A similar approach could also be taken to mine

a ConDec model from an event log either by defining some relevance rating algorithm

for the contained behavioral relations or by using an existing process mining algorithm

and taking the resulting process model as input for the transformation. Nevertheless,

the validation of the mapping and the development of an according transformation or

mining algorithm is out of the scope of this thesis and has to be left for future research.

Especially regarding loops more research is necessary in order to perform a transformation.

The ConDec models used later on in this thesis therefore have been transformed manually.

3.3.3. Deriving Compliance Metrics based on Business Rules

In order to measure compliance based on business rules we need to define a metric

which reflects the compliance degree of the executed process contained in an event log.

We therefore propose a simple metric which takes into account the number of correct and

incorrect cases per business rule. Let BR be a set of business rules which contains n

business rules. Then ri ∈ BR, 0 < i <= n applies for every business rule and CCri
is the

set of correct cases in regard to a particular business rule. We define the compliance of a

log L to a particular business rule as:

RCLri
=
|CCri

|
|CC|

. (1)

The overall compliance of a log L is then defined as the sum of the compliance degrees

returned for every business rule:
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RCLBR =
n∑

i=1

RCLri
. (2)

3.4. Compliance Checking using Behavioral Profiles

3.4.1. Introduction to Behavioral Profiles

In [44] Weidlich et al. introduce an approach to measure compliance of an event log

to a process model based on behavioral profiles. Behavioral profiles capture the relations

of all pairs of activities given by a process model. Two activities can be in strict order

relation, interleaving relation or in exclusiveness relation.

Figure 5 in section 2.1.2 depicts a Petri net (P ) which includes all mentioned types

of behavioral profiles. The two activities A and B are in strict order relation, denoted by

A  P B, which means that A always has to occur before B, but it does not imply the

occurrence of B. Also A and D are in strict order relation (A  P D). Here it can be

seen that the behavioral relation is weaker than the actual relation in the Petri net. From

the Petri net we can see, that not only A always has to occur before D, but also that A

implies the occurrence of D. This is not captured by the strict order relation.

The exclusiveness relation defines that two activities must not both be executed in one

process instance. In the example process in Fig. 5 B and C are in exclusiveness relation

to each other. This is denoted by B +P C.

The third type of relation is the interleaving order relation which refers to parallelism,

i.e. activities can be executed in an arbitrary order. In the Petri net P shown in Fig. 5

the tasks E and F are in interleaving order. This is denoted by E||P F .

In addition to the order-based relations, causal coupling of two activities is deter-

mined. Causal coupling refers to the co-occurrence of two activities, i.e. the occurrence

of an activity A always implies the occurrence of an activity B. The causal coupling re-

lation addresses the already mentioned missing information in the strict order and in the

interleaving order relation. Although we know something about the order of two tasks

by knowing if they are in strict order or interleaving order, we cannot draw conclusions
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from the existence of one of these tasks. Therefore, e.g. the tasks A and D are not only

in strict order relation, but also in co-occurrence relation. The co-occurrence relation is

denoted by A�p D.

Moreover, the approach based on behavioral profiles checks for mandatory activities.

An activity is mandatory if its execution is always required to complete the process. Hav-

ing a single start task every activity is mandatory that is in co-occurrence relation with

the start task.

Having introduced the necessary aspects by which the approach based on behavioral

profile captures the constraints implied by a process model, it has to be investigated how

these aspects can be applied to event logs. As the approach looks at every case in the

event log individually, concurrence between two activities cannot be detected. Concur-

rent tasks will always be related by strict order. Looking only at the occurring events

of a certain case, it is also not possible to detect exclusiveness relations because one of

the two events which are exclusive to each other will not be included in the set of pairs.

Furthermore, all events of a particular case in an event log are always in co-occurrence.

In order to cope with these differences between process models and logs, Weidlich

et al. introduce a hierarchy of behavioral relations. This hierarchy defines the order of

behavioral profiles based on their strictness. The exclusiveness relation is considered to

be the strongest relation while the interleaving relation is considered to be the weakest

relation. The strict order relation finds its place in between these two relations.

Comparing the behavioral relation of two events in an event log with the relation of

their related activities in the process model, the behavior is considered to be compliant

if the relations are either equal or if the relation found in the log is weaker than the one

found in the process model.
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3.4.2. Compliance Metrics based on Behavioral Profiles

In order to measure compliance based on behavioral profiles three metrics are intro-

duced by Weidlich et al.: Execution order, Mandatory Execution and Causal Coupling.

Having a process model P and a case represented in an event log LiP , we build the

Cartesian product of all events (ALi × ALi). This set of pairs represents the observed

pairs of activity relations. By comparing the behavioral relation of each pair of this set

with the corresponding relation of the pair of activities in the model as explained above,

we derive the set of consistent pairs (CP ). Execution order compliance is defined as the

percentage of consistent pairs off the total number of observed pairs:

ECLiP =
|CP |

|ALi × ALi|
. (3)

Mandatory execution compliance is defined as the percentage of executed mandatory

events (ALi ∩ AM) off the total number of expected mandatory events (EAM) in the log

Li. The term ’expected’ hereby reflects the fact that also incomplete logs are considered,

i.e. a mandatory event is only required to be in the log if there exists another event

in the log, which is in strict order to the mandatory event and thus indicates that the

mandatory event should have happened. The mandatory execution compliance (MC)

therefore evaluates to 1 if no mandatory events can be expected in the log. Regarding

our example process as depicted in Fig. 5, this is only true for an empty log. If the set of

expected mandatory events is not empty, MC is calculated as the percentage of executed

mandatory events off the number of expected mandatory events. Hence, the definition of

MC is as follows:

MCLP =

1 if EAM = ∅,
|ALi∩AM |
|EAM |

otherwise.

(4)

The third metric, causal coupling compliance, is defined as the percentage of co-

occurrence relations found in the log ((ALi × AL) \ idAL i∩ �p) off the total number of

co-occurrence relations which can be expected to be in the log (ECM). Regarding the
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formula for the co-occurrence relations it has to be noted that idAL i refers to all pairs of

identical events. As we subtract these pairs from the Cartesian product, we only consider

pairs of two different events. Again, this metric also considers incomplete logs. Thus,

the set of expected relations contains all pairs where the first event is in the log and the

second is either also in the log or another event exists in the log which is in strict order

relation to the second event.

CCLiP =

1 if ECM = ∅,
|(ALi×ALi)\idAL i

∩�p|
|ECM |

otherwise.

(5)

Having these three metrics the overall compliance of an event log to a given process

model can be calculated as the average of these three metrics:

CLiP =
ECLiP + MCLiP + CCLiP

3
. (6)

For now we only considered one trace in an event log which is due to the imple-

mentation of the compliance checking in the Behavioral Compliance Checker tool. The

Behavioral Compliance Checker expects a set of event logs as input where each contains

exactly one trace. Hence, the shown metrics are calculated for each trace and outputted.

In order to measure the overall compliance of a set of traces to a process model, we define

an overall metric for each of the introduced metrics. Hence, the overall metric for execu-

tion order compliance ECLP is defined as the average of ECLiP for all logs containing a

single trace i. Let n be the total number of traces, the overall metric for execution order

compliance is defined as:

ECLP =
n∑

i=1

ECLiP . (7)

The overall metrics for MCLP , CCLP and CLP are defined accordingly.

3.5. Compliance Checking using the ProM Conformance Checker

3.5.1. Introduction to the ProM Conformance Checker

Rozinat and van der Aalst present in [6] another approach to check the conformance

of an event log to a process model. The approach has been implemented in the ProM
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framework as a plug-in called Conformance Checker. It uses log replay analysis, state

space analysis as well as structural analysis to compute different metrics which can be

used for compliance analysis. This section will give a brief introduction into the formerly

mentioned analysis techniques used by the conformance checker while the subsequent sec-

tion will introduce the conformance metrics.

The most essential technique used by the Conformance Checker is the log replay

A B C

A B C

A B C

A B C

A

LogPetri net

C

B

Log Replay

p1

p1

p1

p1

p2

p2

p2

p2

p3

p3

p3

p3

p4

p4

p4

p4

Figure 12: Log replay in a simple Petri net

analysis. The given event log is therefore replayed in a Petri net model in a non-blocking

way. Consider the simple model shown in Fig. 12 which depicts the sequence ”ABC”. To

replay a log trace in this model, we start with a token in the first place and try to fire the

corresponding transition for every log event in the order of the log trace. Figure 12 shows

the replay of the log trace ”ACB”. In the first state only transition A is enabled and the

first event in the log trace is also A. Thus, transition A can fire and produces a token on

place P2. The next event in the event trace is C which is not enabled as there is no token

on place P3. In order to replay the log in a non-blocking way, a new token is created on
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place P3 and recorded as missing token for further analysis. Transition C is now enabled

and can be fired. The last event in the trace is B. The corresponding transition B is

already enabled and can be fired. Thus, in the last state we have two tokens left. One on

place P3 and one in the end place P4.

���������	�

�

���������	�

�

�

�
���������	�
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Figure 13: Diagnostic visualization for the log replay in the ProM Conformance Checker

Figure 13 depicts the visualization of the diagnostics in the ProM Conformance Checker.

The visualization shows the missing and remaining tokens as red numbers in the circle

of the corresponding place. Thus, we can see that there was one token missing to fire C

which means that B was not executed directly before C. From the remaining token we can

furthermore conclude that B was executed, but C was not executed afterwards. These

two observations are additionally visualized by the orange marking of task C which states

the failing of a task and the grey surrounding of task C which marks that this task was

still enabled at the end of the log replay.

What is more, the Conformance Checker is also able to cope with invisible and dupli-

cate tasks. Invisible tasks are tasks which are not recorded by the IT system and therefore

do not have a corresponding event in the event log. Hence, these tasks can never be fired

directly during the log replay, but might be required to fire in order to enable their succes-

sor tasks. In case there is more than one sequence of invisible tasks which could be fired

in order to enable a transition, the conformance checker chooses the shortest sequence

due to complexity reasons. The authors of [6] note that this can lead to problems in the

subsequent course of replay because the shortest path of invisible tasks might not always

be the optimal solution which also enables all transitions that have to be fired at a later

stage.

Dealing with duplicate tasks is another challenge which is often reported in the liter-

ature. Duplicate tasks occur when a particular task is carried out more than once, e.g.
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the sending of an information mail at the start and in the end of a process. Here, the

event in the log is the same for both tasks and the Conformance Checker has to detect to

which task in the model an event belongs once it occurs during the log replay. Therefore,

the algorithm first looks at all enabled transitions. If there is only one transition enabled

which belongs to this task then this one is fired. If no corresponding transition is enabled,

an arbitrary transition from the list of duplicates is fired. In case there are multiple tran-

sitions enabled from the list of duplicates, the algorithm tries to find the best choice by

looking at the subsequent course of the replay, i.e. tests for which transition also the next

event leads to a successful firing.

In addition to the log replay analysis, the Conformance Checker also uses state space

analysis to cover behavioral and structural aspects. Hereby, the coverability graph of

the Petri net is built and traversed. The coverability graph displays all markings of the

Petri net that can be reached from the initial marking through a sequence of firings [50].

Traversing the coverability graph of a model the relations of activities are detected. Two

activities can be in a ”Follows” or ”Precedes” relation. These relations are further divided

into ’always’, ’never’ and ’sometimes’ to characterize the strength of the relation. The

relations found in the process model through state space analysis can be compared to the

relations found in the event log similar to the approach using behavioral profiles.

Moreover, the Conformance Checker uses structural analysis to analyze the process

model with regard to different design guidelines. The graph size as well as redundant

invisible tasks are evaluated using structural analysis in order to give insights into the

quality of the model which might influence compliance results.
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3.5.2. Compliance Metrics used by the ProM Conformance Checker

In order to measure the degree of compliance, Rozinat and van der Aalst distinguish

between fitness and appropriateness [6]. Fitness hereby evaluates whether the traces in

the event log reflect possible execution sequences in the process model, whereas appro-

priateness assesses whether the model reflects the process recorded in the event log in a

compact and understandable way without allowing for extra behavior which is never used

in practice.

The fitness of a process model and an event log is measured by the three metrics: fitness

f , successful executions pSE and proper completions pPC . The fitness metric f is cal-

culated using the formerly explained log replay analysis. Hereby the amount of missing

tokens is set in relation to the amount of consumed tokens while the amount of remaining

tokens is set in relation to the amount of produced tokens. Thus, f is defined as follows:

f =
1

2
(1−

∑
m∑
c

) +
1

2
(1−

∑
r∑
p

). (8)

The successful execution metric pSE sets the number of successfully executed process

instances piSE in relation to the overall number of process instances pi. A process instance

is successfully executed if no token was missing to fire a transition and thus, no token

needed to be created artificially.

pSE =

∑
piSE∑
pi

). (9)

The proper completion metric pPC sets the number of properly completed process

instances piPC in relation to the overall number of process instances pi. Proper completion

means that there are no tokens left in places other than the end place.

pPC =

∑
piPC∑
pi

). (10)
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The appropriateness of a process model in regard to an event log can be further detailed

into behavioral and structural appropriateness. Behavioral appropriateness depicts how

precisely a given process model represents the observed process captured in the event log.

The behavioral appropriateness is therefore also called ’precision’. While the precision

metrics are not concerned with structural aspects, the structural appropriateness covers

these aspects by assessing the structural suitability of the process model in regard to the

observed process.

Measuring the behavioral appropriateness is implemented in the Conformance Checker

using two different metrics: The simple (saB) and the advanced behavioral appropriate-

ness (aaB). The simple metric saB again uses the log replay analysis to determine the

mean number of enabled transitions xi during the course of replay for each process in-

stance i. Let k be the number of process instances in the event log and TV the number

of visible tasks in the Petri net model, the metric is defined as follows:

saB =

∑k
i=1(|TV | − xi)

k(|TV | − xi)
. (11)

Assuming a non-empty Petri net, the value of saB lies between 0 and 1, i.e. between

not appropriate and fully appropriate considering the behavior captured in the model

in comparison to the behavior recorded in the event log. Figure 14 depicts an example

log file and three possible Petri net representations. While model a) and c) allow for

exactly the same behavior as observed in the log, model b) is very abstract and allows

for much more behavior than recorded in the log. Comparing model a) and c), it can

be said that a) is far easier to read and analyze as model c) which only depicts the

different sequences found in the model without making the different options visible that

can be chosen during the execution of the process. Loading these models into ProM and

combining them with the shown event log allows us to calculate the saB metric using the

Conformance Checker. Table 1 shows the results for all metrics including the saB metric.

Figures in italics signalize that the calculations did not finish because of state exploration

problems. For model a) saB evaluates to approximated 0,9396 which stands for a high
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structural appropriateness. Contrary, model b) gives a saB value of 0 because it is to

abstract and allows for literally every process execution that can be constructed with the

given tasks. Model c) retrieves with 0,9781 the highest value for the saB metric because

except for the start there is always only one transition enabled at a time. Note that the

simple behavioral appropriateness metric can only be used for comparison of two models

as it is measured relatively to the model flexibility. Although the model flexibility (mf)

is returned by the Conformance Checker, Rozinat and van der Aalst do not state how

it is calculated. Moreover, the authors state that the saB metric is not stable towards

sequentialized models as shown in Fig. 14 c).
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Figure 14: Example Petri nets for high and low abstraction based on [6]

Therefore and for the reason that the mean number of enabled transitions only gives

limited insight into the behavioral similarity of a model and an event log, the Conformance

Checker provides the advanced behavioral appropriateness metric aaB. This metric uses

the formerly mentioned state space analysis to derive behavioral relations between pairs

of activities similar to behavioral profiles. The Conformance Checker hereby is limited

to ”Follows” and ”Precedes” relations which are furthermore subdivided into ”Always

Follows”, ”Never Follows”, ”Sometimes Follows” and analogously for the ”Precedes” re-
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a b c

Fitness

f 0,9512 1,0000 1,0000

pSE 0,6000 1,0000 1,0000

pPC 0,6000 1,0000 1,0000

Behavioral Appropriateness

saB 0,9396 0,0000 0,9781

aaB 1,0000 0,2400 1,0000

mf 0,2500 0,3472 0,2708

Structural Appropriateness

saS 0,5263 0,7692 0,1694

aaS 1,0000 1,0000 0,3871

Table 1: Conformance Checker metrics for the example models.

lations. Let Sm
F and Sm

P be the set of ”Follows” and ”Precedes” relations in the model

and Sl
F and Sl

P the corresponding sets for the event log. The advanced behavioral ap-

propriateness is defined as the relations of the intersections of the corresponding sets of

model and event log to the overall amount of relations in the model:

aaB =

(
|Sl

F ∩ Sm
F |

2 · |Sm
F |

+
|Sl

P ∩ Sm
P |

2 · |Sm
P |

)
. (12)

Looking at the structure, the conformance checker distinguishes between a simple and

an advanced structural appropriateness similarly to the behavioral appropriateness. The

simple structural appropriateness saS focuses on the graph size of the given model. The

metric sets the number of mapped task labels L in relation to the number of nodes N

(places and transitions) in the Petri net:

saS =
|L|+ 2

|N |
. (13)

Considering the fact that the Conformance Checker expects a WF-net which has to have

a dedicated start and end place, the metric evaluates to 1 for a model in which all tasks
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are exclusive to each other as this is the most compact process one can build with an

arbitrary number of tasks. As compactness does not state anything about structural

appropriateness on its own, this metric can only be used to compare the compactness

of two models capturing exactly the same behavior. Thus, another metric is required

which is independent of the behavior of the model. Therefore, Rozinat and van der

Aalst introduce two design patterns: Alternative duplicate tasks and redundant invisible

tasks. The former pattern refers to duplicate tasks which never occur together in the

same process instance while the latter refers to invisible tasks which can be removed from

the model without having any influence on the modeled behavior. The set of alternative

duplicate tasks (TDA) is detected using state space analysis which can be problematic

from a performance point of view when the number of paths in a model becomes large.

The set of redundant invisible tasks (TIR), on the other hand, can be gathered employing

structural analysis which is more efficient. Occurrences of both patterns are counted and

punished as they detract clarity of the model. If the sets TDA and TIR are empty the

metric evaluates to 1. Otherwise the ratio of the number of set elements to the total

amount transitions (T ) is subtracted. Thus, if all transitions are either in the set TDA

or TIR the metric evaluates to 0. Note that the two sets are disjoint and hence, the

metric cannot be negative. The advanced structural appropriateness metric is calculated

as follows:

aaS = 1− |TDA|+ |TIR|
|T |

. (14)

4. Case Study - Data Extraction and Preparation

4.1. Case Study Background

The case study for this thesis has been conducted in cooperation with a German IT

service provider. The data used in this project has been collected from the database of the

ITSM system installed for a single customer. The ITSM system in use is the IBM Tivoli
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Service Request Manager6 - formerly known as IBM Maximo. IBM Tivoli Service Request

Manager is a software tool certified by the Office of Government Commerce (OCG) with

the ITIL v3 certification for Incident Management, Change Management and Request

Fulfillment Management [51].

In this thesis we focus on the incident management process of the German IT service

provider. The service provider has a help desk in place which supports around 15 different

services, as e.g. e-mail, SAP and client hardware, with different realizations for each of

these services. Within the help desk there are more than 100 agents working on software

and hardware orders, service requests and incidents regarding the supported services. The

more than 100.000 supported users can reach the help desk either via phone, e-mail or

intranet. Within one month approximately 15.000 request reach the help desk and have

to be processed by the agents or routed to the 2nd level if they cannot be solved within

the help desk.

In this environment we have been given access to the Oracle database which is used

by the ITSM system. In the following chapter we will explain what has to be considered

in order to extract a log from such an ITSM system in order to use it for further analysis.

4.2. Log Extraction

4.2.1. Overview

The extraction of the event log is the basis for every process mining project. Hence,

this phase needs particular attention as any mistake or wrong assumption in the extraction

of events will lead to incorrect results in subsequent analyses.

An event log contains a number of traces which refer to executed process instances in a

1:1 relation. For each trace all recorded events are included and sorted by the timestamp

of occurrence. Considering the quality and completeness of event logs we can classify

event logs into four groups (cf. [52, pp. 26]):

6http://www-01.ibm.com/software/tivoli/products/service-request-mgr/
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Noisy logs Noise refers to incorrectly recorded information in event logs [12]. Moreover,

in process mining also exceptional or low-frequent behavior is often regarded as

noise [53]. Noise can for example be caused by temporarily misconfigured systems.

Process mining algorithms need to be able to deal with noise and thus, distinguish

exceptional workflow from the ”normal flow”. Hence, different techniques to cut of

exceptional or incorrectly logged behavior by defining certain threshold values are

used.

Globally complete logs The most desirable event log contains all possible behavior,

i.e. it comprises all possible executions of a process. Thus, global completeness

refers to completeness in regard to a process model. If all paths of a process model

are covered in an event log, it is globally complete. As stated in [52, pp. 27] these

globally complete logs are rarely found in practice. This is mainly due to the fact

that for parallelism of tasks every combination of the order of these tasks has to be

included in the event log. For five concurrent tasks the log would already have to

include all 120 (5!) combinations to be globally complete.

Locally complete logs More likely in practice are logs which are only complete with

respect to a certain algorithm. That means, they contain enough information for

a particular mining algorithm to derive all behavior regarding two related tasks.

Therefore, not all traces need to be included.

Incomplete logs In some cases it is not easy to determine whether an event log is

complete or not. For instance if no process model exists, we cannot say if an event

log is complete or not. Thus, incomplete logs are defined as logs for which we do

not know if they are complete or not.

The adequacy of a log furthermore depends on the goal of the process mining project.

Depending on the goal of the project, the same event log could be assigned to a different

log classification. For example if we want to compare an event log to a high level reference
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model, as e.g. those given by the IT Infrastructure Library, we might consider our event

log to be globally complete. Whereas comparing our event log to a more fine granular

process model will probably lead to a different classification. Finally, if our goal is to

actually discover the executed process without having a predefined model, we always

have to consider our log to be incomplete because we cannot proof its completeness.

The next section therefore will give an overview of the aspects of the project goal def-

inition. Coming from the presented goal definition, the subsequent sections will elaborate

on the necessary steps and decisions that have to be taken to extract a valuable event log.

These steps include the selection of the process instance as well as of the required events

and their attributes, and furthermore, include the mapping of events to tasks (cf. [54]).

4.2.2. Extraction Goal Definition

As already mentioned, depending on the goal of the project, different event logs might

be suitable for the analysis of the processes supported by the same IT system. Thus,

there is not a single event log for an IT system that will perfectly suit every analysis, but

even in one project there might be a need for different views on the data [54].

In order to define the goal of our process mining project, we have to determine its

scope and focus. In our project the scope covers the whole incident management process

including all 1st and 2nd level activities in this area. The focus of the project lies on the

analysis of compliance towards different given regulations which have been discussed in

chapter 3.1.2. In particular we selected the incident workflow shown in Fig. 15 which is

defined in the ITIL v3 book ”Service Operation”.

Summing up, the goal of this project is to check the compliance of the incident man-

agement process – executed in the IBM Tivoli Service Desk system – against the ITIL

v3 incident workflow as well as against selected business rules found in the process docu-

mentation of the German IT service provider.

The focus of our goal leads to several decisions in the event and attribute selection as

e.g. different meta data has to be included for compliance analysis than for example for
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Figure 15: ITIL v3 Incident Management process flow [5, p. 48]
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the creation of a simulation model which includes decision mining (see [55]). The selection

of traces, events and attributes will therefore be discussed in the following sections.

4.2.3. Trace Selection

A process instance refers to a single execution of a given process. In an event log

each process instance is represented by one trace of events. Depending on the goal of the

project there can be different candidates for the traces. It might for example be of interest

to view all events belonging to one customer in one trace. Another possibility would be to

include all events belonging to a single supported service in one trace. Nonetheless, both

of these views do not provide a good starting point regarding the goal of our project, the

compliance analysis. Looking at the different source of regulation which we selected, the

focus is on the incident as the main business object. Therefore, it is straightforward to

include all relevant events belonging to one incident into one event trace.

4.2.4. Event Selection and Mapping

Once the decision on the process instance is made, we need to figure out which events

are actually relevant given our project scope and focus. As stated by Buijs in [54], the

level of detail should be uniform for all events within one event log. The required level of

detail has to be determined by the focus of the project. In the case of compliance analysis

the level of detail is given by the regulations against which we want to test compliance.

Looking at different regulations of different level of detail this could thus also lead to

several event logs. A better option than having several different event logs with different

levels of abstraction is the use of ontologies [56]. In our case, we only deal with one

regulation against which we want to check compliance. Hence, we only have one given

abstraction level which provides us the basis to select the appropriate events.

First, we have to figure out where potentially relevant data for the event log is stored

in the system. In the case of the IBM Tivoli Service Desk system, all data is stored

in an Oracle database. A good starting point to find relevant data is to first scan the
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Figure 16: Simplified ERM showing the relevant relations of the ITSM system’s database

database structure for tables which include timestamps. Figure 16 shows a simplified

entity relationship model (ERM) of the database tables which contain event information.

The ERM is the result of an intensive analysis of the overall database which contains

more than 180 database tables.

The TICKET table is the central table for our log retrieval. This table contains all

incident records and all other relevant tables are linked against this table. The TICKET

table also gives information about the status of an incident, i.e. if it is still processed or if

it is already closed. Here, we set our first filter to select only incidents which are already

closed. Thus, we consider only process instances which are already completed. We can

furthermore filter for events for a specific service and in a particular period of time.

Having selected the process instances which should be contained in the event log, we

now have to select the events which have to be extracted. The table A TICKET stores

a change history for all fields which are marked to be audited. Here, we filtered out
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the columns which track the changes of the description, the configuration item (CI), the

incident category and the priority as these directly refer to the tasks ”Incident Logging”,

”Incident Categorization” and ”Incident Prioritization”.

Changes in the status of the incident are not tracked in the A TICKET table, but in

the table TK STATUS. The status of a ticket indicates whether it is e.g. waiting in the

queue, in process, solved or already closed.

The table TK OWNERHISTORY encompasses all changes of the incident owner and

the group to which the owner belongs. These changes provide information about routings

of incidents and thus record functional escalations. Manually created descriptions of the

work performed by the current owner of the incident are stored in the table WORK-

LOG. This table furthermore includes automatically created records, e.g. for incoming

status requests, complaints or cancelations. Each of the later records also has its own

record in the TICKET table and is connected to the corresponding incident record RE-

LATED RECORDS table. If the same incident occurs frequently in a short time period

for several user, all related incident records can be grouped. Therefore, one incident is

marked as the master record and all other records are marked as child tickets and linked

in the RELATED RECORDS table. When an incident is created or finally solved, the

user is automatically informed by e-mail. The e-mail communication is recorded in the

COMMLOG table. E-mails are also sent automatically if a certain escalation criteria is

met, e.g. if the maximum time for solving an incident which is defined in the service level

agreement is close to be reached.

At last, the table WF HISTORY stores information about executed workflows. Here,

more detailed events can be found. Looking at the workflow history one can for example

distinguish whether an incident has been routed manually by the user or automatically

by the system. Nonetheless, at this stage, we could not find any relevant additional

information stored in the WF HISTORY which is not also recorded in one of the other

tables. This is due to the fact that the events stored in the workflow history are too fine
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granular compared to our source regulation.

Task in Process Model Log Events

Incident Identification

Incident Logging Change DESCRIPTION

Incident Categorization Change classification

To Request Fulfilment

Incident Priotization Change INTERNALPRIORITY, Change URGENCY

Major Incident Procedure

Initial Diagnosis Create worklog of type WORK

Functional Escalation 2/3 Level Change OWNER, Change OWNERGROUP

Management Escalation Send escalation mail

Investigation and Diagnosis Create worklog of type WORK

Resolution and Recovery Change SOLUTION, Change CAUSE, Set status to SOLVED

Incident Closure Set status to CLOSED

Table 2: Event mapping

Table 2 documents the mapping of the found events to the tasks in the ITIL incident

management flow model. Here, we can distinguish different types of mappings (cf. [54]):

1:1 Mapping If for each task exactly one event exists in the log, we can easily map this

event to the task. This is e.g. the case for the tasks Incident Logging and Incident

Categorization.

1:0 Mapping When there is no event recorded for a certain task, we cannot map any-

thing. This task is not visible in the log and is therefore called a hidden task. The

cause can be twofold. One the one hand, the IT system might simply not record

an event for the particular task because of missing logging facilities or because the

task is done manually without interaction with the system. The latter is the case

for the task ”Incident Identification”. As we only look at incidents coming through

the help desk, this is the task when an agent replies the phone and listens to the

customer to identify what is going wrong. On the other hand, it can also happen

that events are not included due to our filter criteria which we have set on the
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TICKET table in the first place. Here, we decided to only filter incidents. Hence,

all service requests are filtered out and thus, there is no event in the log that refers

to the task ”To Request Fulfilment”. Moreover, in the chosen time frame there was

no major incident. Therefore, we also do not have any event for this task.

0:1 Mapping The IT system most often logs a lot of events which we cannot map to

any task because they are not in the scope of our process model. These events are

simply ignored and in order to keep table 2 readable, they are also not listed in this

thesis.

1:* Mapping For some tasks in the process model we have multiple events in the system.

For example the incident prioritization encompasses the assignment of an internal

priority as well as the determination of the urgency. These two events might not

necessarily happen in sequence and each occurrence of one of these events indicates

a change in the overall priority. Thus, we have to keep both events in the log.

Nevertheless, if both events happen in sequence it can be seen as one execution of the

task ”Incident Prioritization”. To achieve this view, we can use the duplicate task

filter in ProM 5. This filter combines equivalent tasks which happen in sequence.

*:1 Mapping In some cases, multiple tasks in the process model are reflected by the

same event in the system. This is the case for the tasks ”Initial Diagnosis” and

”Investigation and Diagnosis”. Here, we have to investigate if it is possible to

distinguish between two instances of an event based on available meta data or based

on the occurrence. One idea would be e.g. to assign the first occurrence of the event

”Create worklog of type WORK” to the task ”Initial Diagnosis” and every later

occurrence to the task ”Investigation and Diagnosis”. Unfortunately, it happens

that multiple worklog entries are created during the initial diagnosis. Hence, a

more complex pattern has to be found to distinguish between those events. During

this project no suitable pattern could be found and it is not clear if it is possible to
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distinguish these events. Therefore, the event has been omitted.

The actual mapping as defined in table 2 can either be directly implemented in the

extraction algorithm or as post-processing using the filter plug-ins in the ProM framework.

As the former option already reduces the amount of information in the event log by

combining different events, we decided to chose the latter one. We use the remap element

log filter and the duplicate task filter to replace the names of the events with the task

names and combine duplicates which occur in sequence.

Moreover, apart from the mapping of the events we have to assign an event type to

each event. The event type indicates e.g. whether an event refers to the start or the com-

pletion of a task. In [57] van Dongen and van der Aalst introduce a transactional model

for event types which includes 12 different types of events which e.g. also indicate the

scheduling, assigning or suspending of tasks. The events as shown in table 2 all indicate

the completion of a certain task or, if multiple events belong to one task, the completion

of a part of a task. Thus, we only have events of the type ”complete”. Having only the

event which marks the completion of a task, we cannot determine if two tasks overlap in

execution or not as we do not know when each of the tasks starts. Nonetheless, regarding

the implementation of the ITSM system we can assume that tasks are never overlapping.

The introduced mapping has been performed manually which was suitable because of

the size of the process model. For bigger process models it might be helpful to find au-

tomatic or semi-automatic ways to perform such a mapping. Different approaches exist

which try to automatically find the correspondence between activities of different process

models ([41],[42]). Thus, one idea is to discover a process model from the event log and

use an automatic approach to map the events to tasks. Nevertheless, such an automatic

mapping will only work for 1:1 mappings.

Having mapped the existing events to tasks in the process models, it is important to
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know how good the event log actually covers the process model, i.e. how many tasks

of the process model do have a corresponding event in the log. Looking at the ITIL

Incident Management process flow model, there are 12 tasks in the model of which 5

tasks are not covered in the event log. These tasks are ”Incident Identification”, ”To

Request Fulfilment”, ”Major Incident Procedure”, ”Initial Diagnosis” and ”Investigation

and Diagnosis”. With 5 out of 12 tasks not being covered, we obtain a log coverage of

5/12 = 58, 33%.

4.3. Data Transformation

4.3.1. Log Transformation

The retrieval of the event logs from the ITSM system has been implemented using

the ProM Import Framework7. We have developed a plug-in which retrieves all selected

events for all incidents which have been closed in a given time period from the Oracle

database and outputs them into a log file in the MXML format. The code of this plug-in

is not part of this thesis due to confidentiality of the data structures.

In order to use the retrieved log file with the Behavioral Profile Checker we need

to convert it into the expected format. Listing 1 shows an example log containing two

process instances, i.e. two processed incidents. Every process instance contains one or

more audit trail entries (ATE) which refer to the actual events. The ATEs are sorted

by their occurrence based on the given timestamp. Furthermore, the name of the event

is enclosed by the ”WorkflowModelElement” tag and the performing agent is given as

originator of the ATE. Each ATE also has an event type. In our case we only have the

event type ”complete” which indicates that the execution of the corresponding task has

been finished. It is also possible to include more information as e.g. meta data into the

log. Nevertheless, a full explanation of the MXML format is out of the scope of this thesis

but can be found in [22].

7http://prom.win.tue.nl/tools/promimport/
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<?xml version=” 1 .0 ” encoding=”UTF−8” ?>

<WorkflowLog xmlns :x s i=” ht tp : //www. w3 . org /2001/XMLSchema−i n s t ance ”

xsi:noNamespaceSchemaLocation=” h t tp : // i s . tm . tue . n l / r e s ea r ch / processmin ing /WorkflowLog

. xsd” d e s c r i p t i o n=” Uni f i ed s i n g l e p roce s s ”>

<Data>

<Attr ibute name=”app . name”>MXMLib</ Att r ibute>

< !−− . . . −−>

</Data>

<Source program=”CSV f i l e s ”/>

<Process id=”INC−MGMT” d e s c r i p t i o n=” Inc iden t Management Process ”>

<Proce s s In s tance id=”INC12345” d e s c r i p t i o n=”Case 12345”>

<AuditTrai lEntry>

<WorkflowModelElement>Log Inc iden t</WorkflowModelElement>

<EventType>complete</EventType>

<Timestamp>2010−01−13 T10:10:00 .000+01 :00</Timestamp>

<Or ig ina to r>Joe</ Or ig ina to r>

</ AuditTrai lEntry>

<AuditTrai lEntry>

<WorkflowModelElement>Close Inc iden t</WorkflowModelElement>

<EventType>complete</EventType>

<Timestamp>2010−01−14 T10:10:00 .000+01 :00</Timestamp>

<Or ig ina to r>Joe</ Or ig ina to r>

</ AuditTrai lEntry>

</ Proce s s In s tance>

<Proce s s In s tance id=”INC54321” d e s c r i p t i o n=”Case 54321”>

<AuditTrai lEntry>

<WorkflowModelElement>Log Inc iden t</WorkflowModelElement>

<EventType>complete</EventType>

<Timestamp>2010−02−13 T10:10:00 .000+01 :00</Timestamp>

<Or ig ina to r>Joe</ Or ig ina to r>

</ AuditTrai lEntry>

<AuditTrai lEntry>

<WorkflowModelElement>Solve Inc iden t</WorkflowModelElement>

<EventType>complete</EventType>

<Timestamp>2010−02−14 T10:05:00 .000+01 :00</Timestamp>

<Or ig ina to r>Joe</ Or ig ina to r>

</ AuditTrai lEntry>

<AuditTrai lEntry>

<WorkflowModelElement>Close Inc iden t</WorkflowModelElement>

<EventType>complete</EventType>

<Timestamp>2010−02−14 T10:10:00 .000+01 :00</Timestamp>
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<Or ig ina to r>Joe</ Or ig ina to r>

</ AuditTrai lEntry>

</ Proce s s In s tance>

</ Process>

</WorkflowLog>

Listing 1: Example log file in MXML format

The listings 2 and 3 show the corresponding log files in the format expected by the

Behavioral Profile Checker. First, it has to be noted that the Behavioral Profile Checker

expects each log file to include only one process instance. Second, the format is much

simpler, containing only a task element with the event name as identifier and a date as

enclosed attribute. The identifier of the process instance is included in the file name.

<?xml version=” 1 .0 ” encoding=” i so −8859−1”?>

<task xmlns:xsd=” ht tp : //www. w3 . org /2001/XMLSchema” id=”Log Inc iden t ”>

<date>2010−01−13 T10:10:00 .000+01 :00</ date>

</ task>

<task xmlns:xsd=” ht tp : //www. w3 . org /2001/XMLSchema” id=” Close Inc iden t ”>

<date>2010−01−14 T10:10:00 .000+01 :00</ date>

</ task>

Listing 2: Case 12345 in the log format of the Behavioral Profile Checker

<?xml version=” 1 .0 ” encoding=” i so −8859−1”?>

<task xmlns:xsd=” ht tp : //www. w3 . org /2001/XMLSchema” id=”Log Inc iden t ”>

<date>2010−02−13 T10:10:00 .000+01 :00</ date>

</ task>

<task xmlns:xsd=” ht tp : //www. w3 . org /2001/XMLSchema” id=” Solve Inc iden t ”>

<date>2010−02−14 T10:05:00 .000+01 :00</ date>

</ task>

<task xmlns:xsd=” ht tp : //www. w3 . org /2001/XMLSchema” id=” Close Inc iden t ”>

<date>2010−02−14 T10:10:00 .000+01 :00</ date>

</ task>

Listing 3: Case 54321 in the log format of the Behavioral Profile Checker

In order to transform the given MXML file into the corresponding log files expected by

the Behavioral Profile Checker we developed an Extensible Stylesheet Language Trans-

formations (XSLT) stylesheet which can be used by an XSLT processor to transform a
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given XML file into a new file with the defined format [58, pp. 27]. Listing 4 shows

the developed XSLT stylesheet. In line 10 the loop starts which does the transformation

for each process instance which is selected by the XPath expression ”WorkflowLog/Pro-

cess/ProcessInstance”. First, in lines 11 and 12 the file name for the new log file which

includes the identifier of the process instance is defined and the file is created as result

document. Lines 14-18 iterate over all ATEs in the current process instance and output

the required data in the format expected by the Behavioral Profile Checker.

1 <?xml version=” 1 .0 ” encoding=”ISO−8859−1”?>

2 <xsl :stylesheet

3 version=” 2 .0 ”

4 xmlns :x s l=” h t t p : //www. w3 . org /1999/XSL/Transform”

5 xmlns:xsd=” h t t p : //www. w3 . org /2001/XMLSchema”>

6
7 <xsl:output method=”xml” version=” 1 .0 ” encoding=”iso−8859−1” indent=” yes ” name=”xml”

omit−xml−declaration=”no”/>

8
9 <xsl:template match=”/”>

10 <xsl:for−each s e l e c t=”WorkflowLog/ Process / Proce s s In s tance ”>

11 <xsl :variable name=” f i l ename ” s e l e c t=” concat ( ’ l o g s /1/ log ’ , @id , ’ . xml . out . at ’ ) ” />

12 <xsl:value−of s e l e c t=”$ f i l ename ” /> < !−− Creat ing −−>

13 <xs l : r e su l t−document h r e f=”{$ f i l ename }” format=”xml”>

14 <xsl:for−each s e l e c t=” AuditTrai lEntry ”>

15 <task id=”{WorkflowModelElement}”>

16 <date><xsl:value−of s e l e c t=”Timestamp” /></ date>

17 </ task>

18 </xsl:for−each>

19 </ xs l : r e su l t−document>

20 </xsl:for−each>

21 </xsl:template>

22 </ xsl :stylesheet>

Listing 4: XSLT code to transform MXML into the log format expected by the Behavioral Profile Checker

4.3.2. Process Model Transformation

Having the event log extracted and transformed to the required formats, we now

turn to the source regulation against which we want to test compliance. As already
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mentioned, we will use the ITIL incident management process flow as shown in Fig. 15.

The Conformance Checker as well as the Behavioral Profile Checker expect a WF-net as

model input while for the LTL Checker we will create a ConDec model from which we

then export the underlying LTL formulas.

As we do not have any machine-processable representation of the process flow, we will

have to create the model manually. Creating the WF-net is straight forward as the process

flow is also an imperative process model. The different start events have been combined

into one start place as WF-nets only allow for one start and one end place. Furthermore,

we made a slight change considering the functional and hierarchical escalations to make

the abstract model a bit more realistic. Both escalation types can be repeated if necessary.

Figure 17 shows the resulting WF-net.

Transforming the ITIL process flow into a ConDec model is a bit different as we now

have to convert an imperative process model into a declarative model. First, we start to

model all activities and mark those which have to be executed in every case according

to the process flow. These are the first three tasks ”Incident Identification”, ”Incident

Logging” and ”Incident Categorization”. The task ”Incident Identification” is not only

mandatory, but also always the first task. Therefore, we use the existence template for

initial tasks which defines that no task has to be executed until the initial task is executed.

For the other two mandatory tasks we use the existence template which specifies that a

certain task has to be executed at least once. In order to ensure the correct order of

tasks, we decided to employ the precedence template which defines that a task B cannot

be executed until a task A is executed if A is supposed to precede B. Note that this

rule does not imply that B has to be executed once A has been executed. The resulting

ConDec model is depicted in Fig. 18.

It has to be noted that due to the different approaches of modeling imperative and

declarative process models, the two created models do allow for exactly the same behavior,

i.e. they are not trace-equivalent. The ConDec model allows for more behavior than the
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Figure 17: ITIL Incident Management process flow as WF-net
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A
B

A
B D

c1

c2

Declarative Imperative
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C

B

A not co-existence

succession

succession

Incident Identification Incident Logging Incident Categorization Incident Prioritization Inital Diagnosis Investigation and Diagnosis
prec. prec. prec. prec. prec.

Functional Escalation

Management EscalationMajor Incident Procedure Resolution and Recovery

Incident Closure

prec. prec. prec.

prec.

prec.

init 1..* 1..*

Figure 18: ITIL Incident Management process flow as ConDec model

WF-net because it takes the ”outside-to-inside” approach of bordering the space of allowed

executions instead of explicitly defining all allowed behavior by specifying all execution

alternatives. Although it is possible to create a trace-equivalent ConDec model for the

given WF-net this is not our intention as this would not be a real declarative approach.

5. Comparison of selected Compliance Approaches

5.1. Comparison Criteria

The two most important things when looking at computer-aided compliance analysis

are the appropriateness of the results and the possibility to explain these results and to

find the root cause of non-compliance.

Starting with the root cause analysis, we will look at how each of the selected ap-

proaches supports the user in performing a drill down analysis to find the cause of non-

compliance. In order to support this, we will first investigate the influence of common

causes based on artificially created cases. This investigation will comprise the influence

of hidden tasks, repeated tasks, loops and the model size.

Hidden tasks are tasks which are depicted in the process model, but not or not

explicitly captured in the event log. The absence of a task in the event log can be either

caused by missing logging facilities or can be due to the fact that a certain step is not
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supported by the IT system and is manually performed. Hidden (or invisible) tasks are

a common problem in the field of process mining [12]. Typically, hidden tasks can be

found at decision points where only the outcome of the decision is recorded. In our case

study this is for instance the case for the activity ’Evaluate Cancelation’. For the actual

evaluation there is no event as this is a manual step. Nevertheless, if this task has been

executed, depending on the outcome of this task there will be either an event representing

the activity ”Cancel Incident” or an event is recorded for the e-mail sent to the user that

the incident cannot be canceled anymore. Nonetheless, hidden tasks can also occur in a

sequence. For example, the first step – ’Identify Incident’ – in the ITIL reference model

shown in Fig. 15, is not recorded by the IT system of the German IT Service Provider.

Nevertheless it is clear that this task is always performed before any other task can be

executed. Thus, compliance approaches should provide means to cope with hidden tasks.

Repeated tasks occur when a certain activity is performed more than one time for

a single case even though this is not captured by the process model. This is not limited

to simple loops where one task is repeatedly executed in a sequence, but can also mean

that a certain task is performed again at a different point where it is not supposed to be

executed. From a practical point of view this can be seen as rework which indicates low

efficiency. Nevertheless, taking the point of view of a compliance analyst, rework is not

considered as non-compliant behavior, but could rather be seen as quality improvement.

Therefore, repeated tasks should not be punished in compliance analysis. Nonetheless, it

depends on the goal of the compliance analysis whether this kind of deviating behavior

should be punished or not. Looking at the compliance from a legal perspective on the

one hand, the redoing of work does not necessarily lower the degree of compliance. On

the other hand, when checking compliance in order to improve performance, repetition

should be punished as it lowers the performance. Hence, we cannot make single onesided

statement whether repeated tasks should be punished by a compliance checking approach

or not. Nevertheless, it is important to know how the different algorithms deal with
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repetition. First, this knowledge enables us to judge the results and enables the user

for a better inspection of possible root causes of non-compliance. Second, knowing the

goal of a compliance checking initiative, the handling of repetition might be taken into

consideration in the choice of the compliance checking software.

Loops are similar to repeated tasks, but comprise not only a single task, but a subset

of the process model. Thus, they can also be interpreted as rework which should not

decrease the compliance result on the one hand and on the other hand they could be

interpreted as superfluous work which decreases the performance of the process. Hence,

a compliance testing approach needs to be able to provide means to choose whether to

punish undocumented loops or not.

Furthermore, we want to analyze how the model size influences the compliance de-

gree. This will be done using one of the patterns above in models of different size.

In order to compare the appropriateness of the results of a certain compliance ap-

proach, it is necessary to find means to judge on a particular result, i.e., stating if a

result actually reflects the degree of compliance of the assessed process. Unfortunately,

this highly depends on the case under consideration. Looking for instance at the pun-

ishment of missing tasks, the assessment can be two-fold: On the one hand punishing

the absence of a task which is just not visible because it is not recorded leads to inap-

propriate compliance results. On the other hand, not punishing the absence of tasks in

any case will also lead to wrong results. This double meaning also can be found in the

repetition of tasks as already discussed. Hence, evaluating the appropriateness of com-

pliance results is difficult and can only be done on a case basis. Therefore, an evaluation

of the appropriateness cannot be part of this thesis, but has to be discussed in future work.

In the following sections we will first evaluate the mentioned criteria on business process

models using artificially created cases as well as the data from our case study. Finally,
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we will also evaluate to which degree the selected compliance approaches are capable of

dealing with more complex business rules. Therefore, we will present one of the

business rules which have been found in the unstructured process documentations of the

German IT provider and assess how this rule can be tested using each of the three ap-

proaches.

During the evaluation on process models and business rules we will always assess both

the theoretical approach as well as the available software tooling. The term approach

therefore always encompasses both parts.

5.2. Evaluation on Business Process Models using artificially created Cases

5.2.1. Influence of hidden Tasks

As mentioned above, a hidden tasks is a task which is not recorded by the IT system

and thus, has no corresponding event log entry in the log file. In order to analyze the

influence of hidden tasks we therefore take a simple process model – as shown in Fig. 19

and 20 – and create event logs with missing events for a certain task in the process model.

The corresponding event log traces are ”BC”, ”AC” and ”AB”. Thereby, we can test the

influence of hidden start, intermediate and end tasks. Note that again, as explained in

section 4.3.2, the ConDec model and the Petri net are not trace-equivalent due to the

differences of the imperative and declarative modeling approaches.

A B CP1 P2 P3 P4

Figure 19: Petri Net - Sequence with 3 tasks

A
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A
B D
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c2

Declarative Imperative
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BA
succession

Incident Identification Incident Logging Incident Categorization Incident Prioritization Inital Diagnosis Investigation and Diagnosis
prec. prec. prec. prec. prec.

Functional Escalation

Management EscalationMajor Incident Procedure Resolution and Recovery

Incident Closure

prec. prec. prec.

prec.

prec.

init 1..* 1..*

C
succession

Figure 20: ConDec model - Sequence with 3 tasks
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BC AC AB

LTL Checker Overall Compliance: 50,00% 50,00% 50,00%

Behavioral Profile

Checker

Overall Compliance: 72,22% 72,22% 100,00%

Consistency*: 100,00% 100,00% 100,00%

Mandatory Exec: 66,67% 66,67% 100,00%

Causal Coupling: 50,00% 50,00% 100,00%

Conformance Checker

(hidden task = visible)

Fitness: 66,67% 66,67% 66,67%

Adv. Behav. Appropriateness: 100,00% 100,00% 100,00%

Adv. Struct. Appropriateness: 100,00% 100,00% 100,00%

Conformance Checker

(hidden task = invisible)

Fitness: 100,00% 100,00% 100,00%

Adv. Behav. Appropriateness: 100,00% 100,00% 100,00%

Adv. Struct. Appropriateness: 66,67% 66,67% 66,67%

Table 3: Compliance results for hidden tasks in a sequence of 3 tasks

Table 3 shows the results of the three approaches. Comparing the results we look at

the overall compliance values of the LTL Checker and of the Behavioral Profile Checker

as well as the fitness metric of the Conformance Checker. In the first step we ignore the

appropriateness metrics from the Conformance Checker as they check for the opposite

direction, i.e. how good does the model reflect the reality. The LTL checker returns an

overall compliance of 50% for all cases as one out of two succession rules (cf. Fig. 20) is

not satisfied if one of the three tasks is missing. The succession relation is defined as

( []( ( "X" -> <>( "Y" ) ) ) /\ ( !( "Y" _U "X" ) ).

Thus, after ”X” has been executed there has to be at least one execution of task ”Y”

and ”Y” must not be executed before ”X”. The eventually operator in the beginning of

the formula furthermore requires that this implication has to occur at least once in the

log. Thus, all three tasks in the ConDec model shown in Fig. 20 are considered to be

mandatory. Hence, if one of the three tasks is missing, one of the two rules is violated

and this leads to a compliance degree of 50%.

The Behavioral Profile Checker returns an overall compliance of 77,22% for the cases
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”BC” and ”AC” and a compliance of 100% for the case ”AB”. This difference is due to

the consideration of non-complete logs. In the latter case the algorithm does not require

task ”C” to have already happened and expects this to happen in the future. As explained

in section 3.4, a mandatory task is supposed to have occurred as soon as the algorithm

finds another task in the log which is in strict relation to this task and thus can only

happen afterwards. Because ”C” is the last task in the process, there will never be a

task indicating that ”C” should already have happened. This influences the mandatory

execution compliance (MC) as well as the causal coupling CC. MC evaluates to 66,67%

in the cases ”AC” and ”BC” as one out of 3 mandatory tasks is missing. In the case

”AB” only A and B are considered mandatory and C is supposed to happen in the future.

Therefore, MC evaluates to 100%. The causal coupling metric CC is based on the two co-

occurrence relations A�p B and B �p C where P refers to the process model to which

we are testing compliance against. For both cases ”AC” and ”BC”, one of these two rules

is violated and thus CC evaluates to 50%. Looking at the case ”AB”, CC evaluates to

100% for the same reason as MC. In case task C is not a hidden task, but should be

executed and we know that our process instances recorded in the log are completed, we

need to find a workaround to have the Behavioral Profile Checker punish the missing end

event in the same way as the missing start and intermediate event. This can only be

solved by inserting an artificial end task in the event log as well as in the model. Having

an artificial end task, the Behavioral Profile Checker will also be able to punish a missing

end task and in our example this would result in MC = 75, 00% and CC = 66, 67% which

leads to an overall compliance degree of 80,56%. The increase in the compliance degree

is due to the added task which leads to an additional causal coupling relation as well as

an additional mandatory task. The values for the traces ”AC” and ”BC” are equal to the

presented values for the trace ”AB” when adding an artificial end task. The influence of

the model size on the compliance degree will be discussed in detail in the next section.

Looking at the results of the Conformance Checker, Table 3 shows two different results
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Figure 21: Combining a Petri net and an event log in ProM

for the fitness metric. This is due to the fact, that the ProM framework allows us to either

make the missing task a visible transition or an invisible transition when combining the

log and the Petri net model. Figure 21 shows the setting dialog for the case ”AC”. If

the hidden task is set to be an invisible transition in the Petri net, the Conformance

Checker returns a fitness value of 100% because all transitions can be fired as recorded

in the log and no token is missing or remaining. Setting the hidden task to be visible

on the other hand, results in a fitness value of 66,67%. Figure 22 shows the diagnostics

view from the model perspective for the case ”AC”. Here it can be seen that there is one

token remaining in the first place and one token missing in the second place during the

log replay. Furthermore, it is made obvious that the task ”B” is never executed and that

task ”C” failed to fire correctly. Failed tasks are marked orange while tasks that remained

enabled are marked with a grey background. Moreover, the number of executions is noted

on every arc. Here, it can be seen that the incoming and outing arc of task B have never

been followed during the log replay. Hence, the task B has never been executed.
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Figure 22: Conformance Checker diagnostics for the case ”AC” with ”B” as visible transition

Taking in the sights the appropriateness values returned by the Conformance Checker,

it can be seen that the advanced structural appropriateness decreases from 100% to 66,67%

when the missing task is set to be an invisible transition. This indicates that the invisible
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transition is redundant and can be removed from the model without any influence on

the captured behavior. The Conformance Checker therefore also provides the ability to

automatically remove such redundant invisible transitions. This feature of model reducing

is a first step in adjusting the process model to the actual executed process.

To sum up the influence of hidden tasks, it can be said that the LTL Checker always

punishes missing tasks while the Behavioral Profile Checker also punishes those tasks, but

has a special handling for end tasks. In contrast to that, the Conformance Checker gives

us the ability to choose if we want to punish the absence of a missing task by marking

a task as invisible transition. This functionality gives us a very good flexibility, as we

normally do not want to ignore the absence of every task, but only for those of which we

know that they are not captured by the log.

5.2.2. Influence of Model Size

Having analyzed the results of missing tasks for a sequence of three tasks, we now want

to analyze how these results are influenced if we increase the size of the model. Table

4 shows the compliance metrics for a sequence of six tasks. Again, we tested the three

algorithms with three different log files: One with a missing start task, one with a task

missing in the middle and one with a missing end task.

The compliance degree calculated by the LTL Checker increases by 60% from 50% to

80% when doubling the number of tasks in our simple sequence. For the approach using

behavioral profiles an increase of approximatively 21% from 72,22% to 87,78% can be

observed. The fitness value returned by the Conformance Checker increases by around

25% from 66,67% to 83,33% for the case that the missing task is visible. The increase

of the compliance degree in all three approaches is due to the relative calculation. In all

these metrics a certain part - like the number of satisfied rules - is set into relation to an

overall basis - like the total amount of rules.

From a practical point of view this observation poses the question of how to judge the

height of a certain compliance degree. First, the more abstract – and thus smaller – a
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Start Mid End

LTL Checker Overall Compliance: 80,00% 80,00% 80,00%

Behavioral Profile

Checker

Overall Compliance: 87,78% 87,78% 100,00%

Consistency*: 100,00% 100,00% 100,00%

Mandatory Exec: 83,33% 83,33% 100,00%

Causal Coupling: 80,00% 80,00% 100,00%

Conformance Checker

(hidden task = visible)

Fitness: 83,33% 83,33% 83,33%

Adv. Behav. Appropriateness: 100,00% 100,00% 100,00%

Adv. Struct. Appropriateness: 100,00% 100,00% 100,00%

Conformance Checker

(hidden task = invisible)

Fitness: 100,00% 100,00% 100,00%

Adv. Behav. Appropriateness: 100,00% 100,00% 100,00%

Adv. Struct. Appropriateness: 83,33% 83,33% 83,33%

Table 4: Compliance results for hidden tasks in a sequence of 6 tasks

given regulation, i.e. a process model, is, the higher is the influence of a single deviation.

From a practical point of view this makes sense, as it should be much easier to comply to

an abstract model which only requires a few steps to be in place. Here, a single deviation

therefore should have a high influence. Looking at more fine granular models, it moreover

becomes obvious that the judgement of a particular compliance degree is case-specific.

That means, a compliance degree of 99,99% might still be bad when looking at a complex

car production process if one important step is not in the right order or not executed at all.

This deviation might be downplayed by the size and complexity of the model. Therefore,

it is once more important to be able to easily find the root cause of non-compliance to

properly interpret the calculated compliance degree of a process.

5.2.3. Influence of repeated Tasks

Turning to the influence of repeated tasks, table 5 shows the results of the compliance

analysis using the sequence of six tasks which was combined with a log containing the

trace ”ABBCDEF”. Thus, the tasks B has been executed twice in direct sequence. The

LTL Checker does not punish this repetition because it does not violate one of the two
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succession rules defined in the ConDec model. The Conformance Checker on the other

hand, punishes the repetition because for the second execution of task B there is no token

on the second place and thus, B is not enabled. Furthermore, after artificially creating a

token and firing B for the second time, there is a token remaining in the third place of the

net. Thus, the Conformance Checker outputs a fitness value of 87,50%. The Behavioral

Profile Checker distinguishes between the behavioral consistency with and without self-

relations. When considering self-relations, the Behavioral Profile Checker also determines

the relation of task B to itself. Looking at the process model, task B is in a exclusiveness

relation to itself. Contrary to the relation in the model, task B is in interleaving order

relation to itself in the event log. Therefore, the Behavioral Profile Checker returns a

behavioral consistency of 97,22% when considering self-relations. Otherwise, complete

compliance is returned.

1 Rep. 7 Rep.

LTL Checker Overall Compliance: 100,00% 100,00%

Behavioral Profile

Checker

Overall Compliance: 99,07% 99,07%

Consistency: 97,22% 97,22%

Mandatory Exec: 100,00% 100,00%

Causal Coupling: 100,00% 100,00%

Behavioral Profile

Checker

(w/o self-relations)

Overall Compliance: 100,00% 100,00%

Consistency: 100,00% 100,00%

Mandatory Exec: 100,00% 100,00%

Causal Coupling: 100,00% 100,00%

Conformance

Checker

Fitness: 87,50% 50,00%

Adv. Behav. Appropriateness: 100,00% 100,00%

Adv. Struct. Appropriateness: 100,00% 100,00%

Table 5: Compliance results for repeated task in a sequence of 6 tasks

In addition to the influence of a single repetition of one task, we analyzed the influence

of multiple repetitions. Table 5 therefore shows in the last column the results for an event

trace in which the task B is repeated seven times. For the LTL Checker as well as for
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the Behavioral Profile Checker the results remain the same. Contrary, the fitness metric

returned by the Conformance Checker drops from 87,50% to 50%. The compliance degree

decreases because for every repetition of task B a new token has to be created artificially

and furthermore, the produced token is remaining in the net after completion.

Thus, the Conformance Checker always punishes every repetition while the LTL

Checker never does. Employing the Behavioral Profile Checker we can choose if we want

to use a metric which punishes repetition or one which does not. Nevertheless, repetition

is only punished once for each task.

The repetition of non-sequentially repeated tasks is covered in the next section as this

kind of behavior is similar to loops.

5.2.4. Influence of Loops

Having tested the influence of repeated tasks, we extend the analysis by looking at

a repeated sequence, i.e. a loop. Therefore, the sequence of six tasks is taken as basis

again to make the results comparable. First, we analyze the results for the event traces

”ABCBCDEF” and ”ABCBCBCBCBCBCBCBCDEF”. Thus, we have one trace with one

repetition of the sequence ”BC” and one trace with seven repetitions of that sequence.

Furthermore, we analyze the results for the repetition of the sequence ”BCDE” in order

to also check how the length of the repeated sequence influences the compliance results.

Once more, we use a trace where the sequence is repeated once and a sequence where it

is repeated seven times.

Table 6 shows the results for all four cases. Again, the LTL Checker returns for

all cases full compliance as it does for the single repeated task. The results for the

Behavioral Profile Checker have been split again, once considering self-relations and the

other time without considering self-relations. The mandatory executions and the causal

coupling metric return 100% in accordance to the results of the single repeated task.

The behavioral consistency when considering self-relations drops down to 88,89% for the

repetition of ”BC” in comparison to the 97,22% for the repetition of the single task B.
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This is due to the fact that B and C are now in interleaving order in the log while they

are in strict order in the process model. For the repetition of ”BCDE” the behavioral

consistency drops further down to 55,56% because in this case all relations between these

four tasks are now violated. Looking at the behavioral consistency without considering

self-relations, a certain degree of non-compliance can be observed in contrast to the full

compliance for the single repeated task. This is due to the violation of the strict order

relations between the tasks which are now in a loop. Nevertheless, the compliance degree

is still higher than the one when considering self-relations as these give extra punishment

which lowers the compliance degree.

2 Tasks 4 Tasks

1 Rep. 7 Rep. 1 Rep. 7 Rep.

LTL Checker Overall Compliance: 100,00% 100,00% 100,00% 100,00%

Behavioral Profile

Checker

Overall Compliance: 96,30% 96,30% 85,19% 85,19%

Consistency: 88,89% 88,89% 55,56% 55,56%

Mandatory Exec: 100,00% 100,00% 100,00% 100,00%

Causal Coupling: 100,00% 100,00% 100,00% 100,00%

Behavioral Profile

Checker

(w/o self-relations)

Overall Compliance: 98,15% 98,15% 88,89% 88,89%

Consistency: 94,44% 94,44% 66,67% 66,67%

Mandatory Exec: 100,00% 100,00% 100,00% 100,00%

Causal Coupling: 100,00% 100,00% 100,00% 100,00%

Conformance

Checker

Fitness: 83,33% 61,11% 90,91% 80,00%

Adv. Behav. Appr.: 100,00% 100,00% 100,00% 100,00%

Adv. Struct. Appr.: 100,00% 100,00% 100,00% 100,00%

Table 6: Compliance results for loops in a sequence of 6 tasks

In contrast to the previously discussed results, the fitness value of the Conformance

Checker increases with the increase of tasks in the loop. This is due to the fact that

the repetition of a sequence also only results in one missing and one remaining token.

Simultaneously, the number of produced and consumed tokens increases with the number

of tasks in the repeated sequence. Hence, the denominator of the relation of the metric
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grows while the numerator stays the same which leads to an overall increase. Nonetheless,

similar to the other approaches, the fitness value decreases with the number of repetitions.

Summing up, it can be said that unwanted loops are punished by the Conformance Checker

as well as by the Behavioral Profile Checker. Only the LTL Checker does not punish this

kind of deviation.

5.3. Evaluation on Business Process Models using Case Study Data

5.3.1. Influence of hidden Tasks

Having analyzed different influences on the calculation of the compliance degree for

the three selected approaches, we now want to assess the results returned for real life

data. Looking at the compliance results for the ITIL Incident Management process flow

model and the unmodified event log containing the 498 cases, we obtain compliance de-

grees ranging from 48% up to 78%. In the following, we will analyze the root causes of

this non-compliance and explain the differences between the returned results for each of

the three approaches.

As already discussed in chapter 4.2.4 the log coverage amounts to 58,33% in regard to the

ITIL Incident Management process flow model, i.e. 5 out of the 12 tasks are not covered

in the event log. Looking at the 498 cases we at first have to note that we only ex-

tracted traces for incidents and thus, excluded all cases which went to request fulfilment.

Therefore, the task ”To Request Fulfilment” will never occur in the log. Furthermore, by

chance there was no major incident in the extracted event log. Hence, the task ”Major

Incident Procedure” is also not contained in the log. Nevertheless, as both tasks are not

mandatory for the execution of the process, their absence does not effect the compliance

results. Regarding the mandatory tasks, only the first three tasks in the process model

are mandatory for every case. Taking into account that the two mentioned tasks are not

part of the analyzed cases, all tasks except for ”Functional Escalation” and ”Management
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Escalation” are mandatory for the remaining paths in the model. Thus, we have 8 manda-

tory tasks out of which 3 tasks are not covered in the event log. These not covered tasks

are ”Incident Identification”, ”Initial Diagnosis” and ”Investigation and Diagnosis”. The

former one is simply not logged by the IT system because it is a manual task. Neverthe-

less, as without the identification of an incident, an incident would never be logged, the

execution of the task ”Incident Logging” always implies that this first task also has been

executed. Therefore, this task is a hidden task and it is legitimate to actually insert this

task into every trace of the event log to reflect the real compliance situation. The event

insertion can be done using the ”Add artificial start task” filter in the ProM framework.

Starting with the LTL Checker, the obtained compliance result increases from 76,74%

to 91,02% when adding the start event to the log. This increase is explained by the

two rules ”init_IncidentIdentifcation” and ”precedence_IncidentIdentification

_IncidentLogging”. The former rule requires the task ”Incident Identification” to be the

start task while the latter one demands that the task ”Incident Logging” is not executed

before ”Incident Identification” is executed. As both rules – which were not fulfilled in

all of the cases before adding the artificial start task – are now completely satisfied, we

have an increase of over 18%.

The overall compliance degree returned by the Behavioral Profile Checker increases

even more. It raises by around 33% from 65,59% to 87,14%. This is mainly explained

by the increase of the mandatory execution and the causal coupling metric. Without the

artificial start event, MC evaluates to 66,67% as the Behavioral Profile Checker identifies

the first 3 tasks in the model to be the mandatory tasks and out of this 3 tasks the first

is always missing. Having the artificial start task in place, MC evaluates to 100%. In

addition to the increase in MC, the causal coupling metric also gains a high plus from

58,14% to 81,06%.

Looking at the Conformance Checker – which returned with 48,31% the lowest com-

pliance degree – we also obtain a plus of more than 30% to 63,07% for the fitness value.
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This is because we now not only have one missing token less for every case, but also one

remaining token is removed as the token on the first place is always created but never

consumed if the start task is missing.

Nevertheless, we still have non-compliance of which at least part can be explained by

the other two missing events. Although the diagnosis of an incident is logged in the work

log of the system, it is not possible to easily map an event from the work log to one of the

two tasks because it cannot be distinguished to which of the two tasks the event belongs.

Therefore, these events were not included in the log. Nonetheless, it is safe to assume

that before an incident is solved there has to be an investigation and diagnosis. Thus, the

task ”Investigation and Diagnosis” is implied by the task ”Resolution and Recovery”. For

the initial diagnosis we can also assume that this task is always executed. As we know

that there is no major incident in the analyzed cases, we assume that the task ”Incident

Prioritization” always implies that the task ”Initial Diagnosis” will happen next. Thus,

the event ”Investigation and Diagnosis” has to be inserted before every occurrence of the

event ”Resolution and Recovery” and the event ”Initial Diagnosis” has to be inserted

after every occurrence of the event ”Incident Prioritization”. Therefore, we developed a

new ProM plug-in which allows us to insert an event before or after a given event into

the event log. This plug-in is described in appendix A.

Table 7 shows the results for all previously discussed scenarios. The last column

contains the results for the event log where all three hidden tasks are inserted. The

result returned by the LTL checker raises to 99,91% which is almost full compliance. The

Behavioral Profile Checker obtains an increase from 87,14% to 93,83% because the causal

relations are now almost completely satisfied (CC = 99, 78%). The LTL Checker makes

the biggest leap forward. The fitness value goes up from 63,07% to 86,39% when adding

the two hidden events to the log.

Nevertheless, it has to be noted that the insertion of hidden tasks can also lead to a
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Unmodified Art. Start Art. Events

LTL Checker Overall Compliance: 76,74% 91,02% 99,91%

Behavioral Profile

Checker

Overall Compliance: 65,59% 87,14% 93,83%

Consistency: 77,88% 80,37% 81,69%

Mandatory Exec: 66,67% 100,00% 100,00%

Causal Coupling: 58,14% 81,06% 99,78%

Conformance

Checker

Fitness: 48,31% 63,07% 86,39%

Adv. Behav. Appr.: 36,67% 40,00% 63,37%

Adv. Struct. Appr.: 100,00% 100,00% 100,00%

Model Flexibility: 19,23% 19,82% 21,79%

Table 7: Compliance results for case study data in regard to the ITIL model

decrease in the compliance degree. This happens if the task which is taken as anchor point

for the insertion is unexpectedly repeated. As we have shown in section 5.2.3 the length of

a repeated sequence has a negative influence on the compliance degree calculated by the

Behavioral Profile Checker. In contrast to that, in the Conformance Checker the length

of the repetition is positively related to the compliance degree. For the LTL Checker

repetition does not matter as long as there are no rules limiting the number of executions

for a certain task. If such rules are in place, the insertion of hidden tasks could also have

a negative effect on the compliance result returned by the LTL Checker.

With the Conformance Checker we do not have to use the workaround of inserting the

missing tasks in the log as we can simply mark all hidden tasks as invisible transitions

during the mapping of event log and model in ProM as shown in section 5.2.1. Doing so

results in a fitness value of 86,17% which is very close to the 86.39% obtained with the

artificially inserted tasks.

Having analyzed to which degree hidden tasks contribute to the non-compliance shown in

the first results, we already have obtained quite high compliance results. Nevertheless, all

three compliance approaches still show some kind of non-compliance for which the root
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cause is still unknown. Therefore, the next sections will show for each of the approaches

how a further root cause analysis can be performed.

5.3.2. Further Root Cause Analysis - The LTL Checker

Starting again with the LTL Checker, we can easily narrow down the root cause by

looking at the overview of unsatisfied rules in the ProM 6 framework. Here, only one rule

is left which is not satisfied and we can immediately see which cases are affected. The vi-

olated rule is ”precedence_ResolutionandRecovery_IncidentClosure” which requires

that the task ”Resolution and Recovery” is always executed before the task ”Incident

Closure” can be executed. In our case only 6 cases are concerned, so we could directly

analyze them case by case in the LTL Checker view. Nevertheless, we want to show a

general approach how to further analyze the log to find the root cause. Therefore, we first

want to discover a process model from the cases which are non-compliant. Unfortunately,

the log splitting and export feature for the LTL Checker has not yet been implemented

in the new ProM 6. For this reason we have to use the old version 5 again. In ProM 5

we can export the incorrect cases for every defined LTL rule as MXML file or directly use

them as log input for all plug-ins which process logs.

We have chosen the Genetic Miner plug-in to discover the process model from the

log of incorrect cases. The Genetic Miner produces a number of process models using a

genetic algorithm and sorts them by their fitness in regard to the event log. For details on

the functionality of the Genetic Miner we refer the reader to [53]. Figure 23 depicts the

resulting heuristic net which accounts for the highest fitness value (0,9862). The numbers

on the arcs of the net represent the number of executions for a certain path while the

numbers in the boxes show the number of executions for the depicted task.

As only one rule is violated, we can directly focus on the tasks concerned by this rule:

”Resolution and Recovery” and ”Incident Closure”. As we can easily see, there is no task

”Resolution and Recovery” in the returned process model. Thus, all of these 6 incidents

have been closed without being solved. In order to find out why those incidents have not
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Figure 23: Heuristic net showing the discovered process for the incorrect cases returned by the LTL

Checker

been solved, we need to look at these tickets in more detail in the ITSM system. Here,

it can easily be seen, that all of them have been canceled by the user and therefore, have

not been solved. The cancelation of an incident has not been taken into account in the

very abstract ITIL process flow and therefore, it is seen as non-compliant.

5.3.3. Further Root Cause Analysis - The Behavioral Profile Checker

Having shown how to find the root cause of non-compliance using the results returned

by the LTL checker, we now turn to the Behavioral Profile Checker. The Behavioral Profile
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Checker outputs a file with comma-separated values (CSV) which contains a list of all

cases and for each case the corresponding results for every calculated metric. Loading the

CSV file into OpenOffice Calc or Microsoft Excel, we can further analyze the results by

calculating minimum, maximum and average values for each metric.

Max Min Avg

Number of matched tasks 9 6 8,23

Mandatory Execution 100% 100% 100% Overall

Causal Coupling 100% 80,65% 99,78% Compliance

Consistency 96,30% 56,25% 81,70% 93,83%

Consistency without self-relations 97,53% 65,43% 85,40% 95,06%

Consistency considering relation hierarchy 96,30% 56,25% 82,00% 93,93%

Consistency when considering relation hierarchy

without self-relations

97,53% 65,43% 85,40% 95,06%

Table 8: Detailed analysis of the results returned by the Behavioral Profile Checker

Table 8 shows the results including the overall compliance degrees depending on the

different approaches to calculate the behavioral consistency. The first line in the table

shows the number of tasks that could be matched between event log and process model.

As we know that our process model includes only process instances for which we have a

number of 8 mandatory tasks, we can see that for at least one process instance at least

2 mandatory tasks have not been executed. Using the spreadsheet functions of MS Excel

we can easily count the process instances for each number of matched tasks. It turns out

that 4 process instances have only 6 matched tasks and 2 process instances have only 7

matched tasks. As the Behavioral Profile Checker does not provide any further support

beyond outputting the CSV file, we cannot split the log for further analysis. Thus, we

have to analyze case by case in the ITSM system. We find that the 6 cases with less

than 8 matched tasks are the 6 cases which have been canceled by the user. Thus, we

could already identify one root cause. Nevertheless, it has to be noted that this analysis

could only be done with the additional knowledge about the process instances included

in the event log. Without knowing that for the included process instances we have a total
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number of 8 mandatory tasks, we would not have found the 6 process instances using

the described way, as the Behavioral Profile Checker returns full compliance regarding

mandatory execution for all cases. This is due to the fact, that the original process model

indicates only the first 3 tasks to be mandatory.

Without having any additional knowledge about the process instances, the next step

after looking at mandatory executions could be to look at the causal relations. The

maximum, minimum and average values indicate that for most of the cases the causal

coupling relations are either satisfied or close to be. In order to sort out the cases for

which the causal coupling relations are not completely fulfilled, we can sort the results by

the values of the causal coupling and look for those cases with the lowest values. It turns

out that there are exactly 6 cases which are not completely compliant in regard to the

causal couplings. These are again the cases which have been canceled. Hence, we could

also find this cause without further knowledge of the process instances in the log.

Nonetheless, looking at the overall compliance values of the 6 identified cases, it turns

out that almost all of them are above average. Hence, there have to be other negative

influences on the compliance degree returned by the Behavioral Profile Checker and we

have to broaden our analysis. Therefore, we will compare the different types of behavioral

consistency calculations in the next step of our analysis. Comparing the standard calcula-

tion to the one without considering self-relations, we observe a difference of 3,7 percentage

points. The higher consistency value when not considering self-relations indicates that

there are repeated tasks in some of the cases.

Again, we can sort the cases by their behavioral consistency to find the cases with the

lowest values. Unfortunately, we cannot determine any exceptionally worse cases which

are accountable for the overall non-compliance. As analyzing case by case cannot be done

for almost 500 cases with a reasonable effort, we mine a process model using the whole log.

Figure 24 shows the discovered heuristic net. This time we have used the Heuristic Miner

because the Genetic Miner took too much time in the calculation of the populations. We
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also tried a lower number of maximum populations with which the Genetic Miner could

finish in a reasonable time, but still the fitness of the returned model was not as good as

the fitness of the model returned by the Heuristic Miner. The Heuristic Miner calculates

the significance of each relation of two tasks and only includes those relations as arcs in

the model which exceed a certain threshold value. The calculated significance of each

arc is also shown in the model. For further information about the functionality of the

Heuristics Miner we refer the reader to [59].

Looking at the execution numbers of the tasks, it can be seen that for 5 out of the

9 depicted tasks, the number of executions is higher than the actual number of process

instances which is 498. For the tasks ”Incident Logging” and ”Incident Categorization”

the number of execution is even twice as high or close to. Nevertheless, we cannot see that

any of these tasks has a significant self-relation as there are no arcs with the same task

as source and target. As discussed before, self-relations only account for 3,7 percentage

points in the behavioral consistency metric for the case study data. Therefore, the mining

algorithm considers this behavior to be noise and cuts it off. Nonetheless, we can see loops

in the process models. As shown in section 5.2.4, loops have a negative influence on the

behavioral consistency. Even though we see that there are loops in the process, we cannot

determine the influence of these loops on the actual compliance degree. Still, we could now

compare the relations of the tasks shown in the mined process model with the relations

in the original process model. Yet, having 10 tasks gives us already 102 = 100 relations

to compare. Thus, finding the root cause of the yet unexplained non-compliance is not

feasible in a manual means of analysis. Hence, better software support is necessary to find

the actual root cause of the indicated non-compliance. We will elaborate on suggestions

for such software support later in section 5.6.

5.3.4. Further Root Cause Analysis - The Conformance Checker

Next, we are going to dig into the results of the Conformance Checker. In order to

find the root cause of non-compliance, the Conformance Checker allows us to split the log
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Figure 24: Mined process model using the Heuristics Miner and all 498 cases
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into the cases which are fitting and those which are not. Unfortunately, none of the cases

returns a fitness value of 100% which is also indicated in the log perspective with a proper

completion value of 0. Thus, the select fitting function returns an empty set. Hence, we

have to do the analysis for all cases. The results of the mined model we have already

discussed in the analysis with the Behavioral Profile Checker. These do not help for a

quick root cause analysis. Yet, the Conformance Checker gives us two other perspectives

for the analysis: The diagnostic view from the log and the model perspective.

Figure 25 shows the model perspective for the case study data. First, we can see that

almost every task which was not artificially added to the log failed at least in one execution.

This is indicated by the orange color of the task. Only the transition ”Resolution and

Recovery” was always able to fire when it occurred in the log during replay. We can

furthermore see that one of our artificially added tasks – the task ”Investigation and

Diagnosis” – did not always succeed to fire during replay. The reason is that in contrast

to the other artificially added tasks, this task was added before the occurrence of another

task. When adding a task after the occurrence of another task we can be sure that it

will always be able to fire correctly, because the preceding task is always executed before

and produces the required token to fire. Hence, as we inserted the event ”Investigation

and Diagnosis” before the task ”Resolution and Recovery”, the latter task can always be

executed correctly. It has to be noted that the actual fitness calculation is not distorted by

this insertion. Although the event is artificially added to the log, this does not necessarily

lead to a successful execution of the corresponding task if preceding parts of the process

have not been executed in accordance to the process model. Thus, the insertion of hidden

tasks does not always lead to better compliance results, but to more realistic ones.

Although, we now know that every transition failed to fire in some of the cases and

by looking at the missing tokens in the preceding places we can also see how often this

happened, we still do not know why this happened and in which particular cases. By

looking at the edges of the Petri net we can see how often a certain path has been followed
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Figure 25: Conformance Checker’s diagnostics view showing the model perspective
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during the replay. Here, as in the previously discussed heuristic nets, we can see that the

number of executions for many paths are higher than the number of process instances

captured in the log. Thus, we can again conclude that there are loops in the execution of

the process. In contrast to the analysis on the results of the Behavioral Profile Checker,

we cannot distinguish to which degree this is explained by sequential repetition of a single

task and to which degree bigger loops are executed. Hence, the model perspective is of

limited help in the search for the root cause.

Turning to the log perspective for which Fig. 26 shows an extract of the diagnostics

view, we can see the exact executions of every instance. The marked tasks are tasks

which failed to execute during the log replay. Again we have to review case by case.

Nevertheless, with the graphical marking of the failed tasks, this view gives us a good

basis to find some reoccurring patterns within a reasonable amount of time. Thus, we can

for instance find many cases where the two tasks ”Incident Categorization” and ”Incident

Logging” have been repeated before the incident has been functionally escalated. The

business user could now decide whether this is really unwanted behavior or whether the

process model should be enriched with the observed behavior. Nonetheless, a complete

analysis of all tasks in the log perspective is not feasible and thus, we cannot find the root

cause of the non-compliance with reasonable effort.
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Figure 26: Extract of the Conformance Checker’s diagnostics view showing the log perspective
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5.4. Evaluation on Business Rules

Having evaluated the compliance checking of event logs against process models, we

now turn to business rules extracted from unstructured process documentation as e.g.

work instructions. One business rule which we have found in the work instructions of the

German IT service provider requires every incident for which the description indicates a

security risk to be routed to a specific group in the 2nd level. In order to test this rule we

have enriched our event log with the necessary meta data for the tasks ”Incident Logging”

and ”Functional Escalation 2nd/3rd Level”. The description of the incident is added as

meta data to the event ”Change DESCRIPTION” which is mapped to the task ”Incident

Logging” while the owner group is attached to the event ”Change OWNERGROUP”

which is mapped to the task ”Functional Escalation 2nd/3rd Level”.

In order to check compliance to the stated rule with the LTL Checker we define the

following LTL formula:

(<> ((

activity == "Incident Logging"

/\

(desc ~= ".*Virus.*" \/ desc ~= ".*Trojaner.*")

))

-> _O(<>(

(activity == "Functional Escalation"

/\

group ~= ".*Security.*")

))

);

This rule states that if eventually (<>) the activity ”Incident Logging” occurs with

either the term ”Virus” or ”Trojaner” in the meta data ”desc” then this implies that

in the subsequent part of the log (_O), eventually the activity ”Functional Escalation”
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has to occur and the group recorded in the corresponding event has to include the term

”Security”. Evaluating this rule on the given event log with the LTL Checker results in

100% compliance. Thus, we either do not have any security incidents in the event log or

every security incident was handled in accordance to the given rule.

Looking at the Behavioral Profile Checker and the Conformance Checker, we do not

find any way to express such kind of rules. It would be possible to include the rule in

a process model by introducing a new task ”Route Security Incident” and including the

rule as condition on the arc leading to this task. Nevertheless, none of the two approaches

is able to make use of this information. Hence, only the LTL Checker can check more

complex business rules which also include the use of meta data.

5.5. Discussion of Results

Looking at the results of our evaluation, we can see that there is room for improvement

for each of the three selected approaches. In this section we will discuss the obtained

results and show where simple modifications can improve the results of the approaches.

Starting with the handling of hidden tasks, we found out that only the Conformance

Checker provides capabilities to decide whether a hidden or missing task should be pun-

ished or not. Yet, for the other two approaches we can still reach this flexibility by making

changes to the source regulation and adjust it to the process captured in the event log.

The simplest way for the handling of hidden tasks would be to create a new model for

the compliance testing, delete those tasks from the model and reconnect the model in a

suitable way.

Regarding the handling of repeated tasks, only the Behavioral Profile Checker gives full

flexibility to choose whether we want to punish repetitions or not. With the LTL Checker

we can achieve the same flexibility by making a simple modification to the ConDec model.

Figure 27 shows the modified ConDec model for the sequence of the six tasks. The
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A
B

A
B D

c1

c2

Declarative Imperative

vs.

BA
succession

Incident Identification Incident Logging Incident Categorization Incident Prioritization Inital Diagnosis Investigation and Diagnosis
prec. prec. prec. prec. prec.

Functional Escalation

Management EscalationMajor Incident Procedure Resolution and Recovery

Incident Closure

prec. prec. prec.
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Figure 27: ConDec model with sequence of 6 tasks where B has to occur exactly one time

task B now has an additional rule assigned which is illustrated by the rectangle on top

which contains the number 1. This rule requires B to be executed exactly one time. It is

defined as:

( <> ("B") /\ ! ( <> ( ( "B" /\ _O(<>("B")) ) ) ) ).

Thus, eventually there has to be a task B and there should not be another task B after

B has been executed. Using this extra rule, our model contains 5 succession rules and

one rule for the exact number of executions of task B. In both cases - with one repetition

of B or with seven - this latter rule is violated which leads to five out of six rules being

satisfied. Thus, we obtain an overall compliance of 83,33% in both cases. Here, it can

also be seen that the LTL approach only counts one violation for each rule and hence, it

does not matter whether B is repeated one or seven times.

The same approach can also be used to punish unwanted loops with the LTL Checker.

Therefore, we simply add the rule for exactly one execution to every of the concerned

tasks. If we only want to punish unwanted loops, but not the direct repetition of a single

task, we can also use another rule in the ConDec model, the ”not succession” rule. This

rule is defined as

[]( ( "B" -> !( <>( "A" ) ) ) ).

Hence, it always holds that whenever B occurs this implies that there must not be an A

afterwards, i.e. A must not succeed B. Figure 28 depicts the corresponding ConDec model

which prohibits loops of the tasks ”BCDE”. For the repetition of the sequence ”BC” the

first rule of the type ”not succession” is violated which leads to seven out of eight rules

which are satisfied and hence, results in a compliance degree of 87,5%. For the repetition

-84-



5 COMPARISON OF SELECTED COMPLIANCE APPROACHES

of ”BCDE” all three ”not succession’ rules are violated and thus, we obtain an overall

compliance of 62,5%. The length of the repeated sequence hereby has a negative influence

on the compliance degree.

Nevertheless, we can use the approach shown in the previous section to also be able

to punish unwanted loops with the LTL Checker. Therefore, we simply add the rule for

exactly one execution to every of the concerned tasks. If we only want to punish unwanted

loops, but not the direct repetition of a single task, we can also use another rule in the

ConDec model, the ”not succession” rule. This rule is defined as

[]( ( "B" -> !( <>( "A" ) ) ) ).

Hence, it always holds that whenever B occurs this implies that there must not be an A

afterwards, i.e. A must not succeed B. Figure 28 depicts the corresponding ConDec model

which prohibits loops of the tasks ”BCDE”. For the repetition of the sequence ”BC” the

first rule of the type ”not succession” is violated which leads to seven out of eight rules

which are satisfied and hence, results in a compliance degree of 87,5%. For the repetition

of ”BCDE” all three ”not succession’ rules are violated and thus, we obtain an overall

compliance of 62,5%. The length of the repeated sequence hereby has a negative influence

on the compliance degree.
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Figure 28: ConDec model with sequence of 6 tasks where loops of tasks ”BCDE” are not allowed

Following the previously shown approach to punish loops with the LTL Checker, we

get the choice if non-documented loops should be punished in the measurement of com-

pliance or not.

Having shown how to gain flexibility with the LTL approach in regard to repetition,
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we now turn to the Conformance Checker to see if a similar approach can be taken to

gain the same flexibility using the Conformance Checker.

In contrast to the LTL Checker, the Conformance Checker by default punishes un-

documented repetition of tasks. Again, in order to allow repetition we have to add the

additional behavior to the model. In order to model repetition of a task in a Petri net

we have to insert an invisible transition which consumes a token from the output place

of the task which should be repeated and produces a token on its input place. Figure 29

shows the resulting Petri net.

Figure 29: Petri net with sequence of 6 tasks where B can be repeated

Using the modified Petri net shown in Fig. 29 with the log file with one case with one

repetition of B and one case with 7 repetitions of B, we obtain a fitness value of 100%.

Thus, we can also gain the same flexibility as in the LTL Checker by making a small

modification in the process model.

Regarding loops, the same approach can be taken. In contrast to the modifications in

the ConDec model, again only one invisible transition is needed, which consumes a token

from the output place of task F and produces a token on the input place of task B.

Hence, both the LTL Checker and the Conformance Checker provide the flexibility to

choose whether to punish repetition or not by making small modifications in the process

model. The Behavioral Profile Checker in contrast provides this flexibility without the

need for modifications of the model by providing to different metrics. Nevertheless, the

behavioral profile checker either allows all tasks to be repeated or none. Without modifi-

cation of the model, there is no possibility to choose which tasks might be repeated and

which not. In regard to loops, the same approach as with the Conformance Checker can

-86-



5 COMPARISON OF SELECTED COMPLIANCE APPROACHES

also be used for the Behavioral Profile Checker which by default also punishes undocu-

mented loops.

Summing up, we have shown how to give the compliance analyst the choice whether

hidden tasks and repetition of work should be punished or not. While in a ConDec model

it is rather easy to allow more behavior as e.g. loops, in a Petri net it easily gets complex

if more than one loop has to be added to the same sequence. In this thesis we also only

looked at sequences which are rather easy structures. Looking at more complex structures

might involve more challenges when we have to adjust the source model. Therefore, the

analyst first has to be able to find out which specific aspects are the cause of reported

non-compliance, before a choice about the punishment can be made and the regulation

can be adjusted with minimal effort.

5.6. Suggestions for Improvement

In the last section we have proposed different means to overcome different challenges

without modifying the employed compliance checking approaches. In this section we

want to give suggestions for improvement of the three different approaches which we have

evaluated.

Based on the findings of the previous section it would be helpful to be able to propa-

gate accepted observed behavior which has been missing in the specification to the process

model. The Compliance Checker for instance already allows to make certain steps invisi-

ble which are not covered in the log. Using the ProM environment it furthermore allows

to remove those invisible tasks in case such a removal does not influence the captured

behavior of the process model. Such methods would also be desirable e.g. to make a

certain task or part of a model repeatable.

Turning to actual root cause analysis several improvements would be preferable. As

we have shown, only the LTL Checker approach enabled us to fully explain the reported

-87-



5 COMPARISON OF SELECTED COMPLIANCE APPROACHES

non-compliance. This is mainly due to the log splitting into correct and incorrect cases

for each business rule. Although, the Conformance Checker provides a log splitting capa-

bility, this could not be used as all our cases suffered from at least some non-compliance.

Here, a log splitting by ranges of compliance would be useful. Thus, we could split the log

e.g. by separating all cases with a fitness value higher than the overall fitness value from

the rest of the cases. The same approach could be valuable in the other two approaches.

1

37

181

163

115

1
0

20

40

60

80

100

120

140

160

180

200

BC<50% 50%<BC<60% 60%<BC<70% 70%<BC<80% 80%<BC<90% 90%<BC<100%

Figure 30: Distribution of the behavioral consistency values

Figure 30 shows the distribution of the behavioral consistency values returned by the

Behavioral Profile Checker for the case study data. Here we can see that the main part

of the cases lay between 60% and 90% and the minimum and maximum values can be

considered as outliers. If we could split the logs into the five groups shown in Fig. 30, we

could e.g. make an analysis of the difference of those groups by comparing the derived

process models. Another idea would be to pin down the root causes by starting with

groups with a high compliance degree, try to find the root cause and then seek for ways

to artificially eliminate this causes in the whole log to test whether it also accounts for a
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decrease of compliance in the other cases. Starting with groups of high compliance hereby

makes it easier to pin down the deviations as there will be less deviations as in the groups

with very low compliance. After finding one cause, we can iteratively proceed with the

next group which then has the highest compliance degree.

Regarding the Behavioral Profile Checker, also another improvement would be highly

desirable in order to advance the root cause analysis. For now only the different metrics

are reported per case. A better view on the compliance violations would be to show which

behavioral profiles are violated. Having such a view, a similar log splitting as in the LTL

Checker would be useful for the root cause analysis. Hence, we would be able to split the

log into correct and incorrect cases for each behavioral profile. We could then discover a

process model from the incorrect cases to see which circumstance lead to the violation of

a particular behavioral profile. Another idea for improvement is to graphically display the

violated behavioral profiles. This could e.g. be established by transforming the behavioral

profiles into a ConDec model using the mapping proposed in section 3.3.2 and highlight

the violated rules in the model.

Moreover, a certain kind of drill-down and roll-up functionality would be of good help to

navigate through the results, e.g. to only show the results of a specific group of users, for

a specific service or for a particular time period. Such a drill-down approach could also

be helpful in the root cause analysis to navigate through the results of different levels of

abstraction. A compliance violation on a high level of detail could possibly be explained

with a violation within the relations of the corresponding tasks on more abstract level.

5.7. Summary of the Evaluation Results

Having shown how modifications in the source regulations can help to overcome some

of the challenges in compliance testing, we now want to briefly summarize the results of

our evaluation. Table 9 shows a summary of the results for each of the three approaches
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regarding the comparison criteria set up in section 5.1.

LTL Checker Behavioral Profile

Checker

Conformance

Checker

Influence of hidden

tasks

Always punished Always punished, special

handling of end task

Flexible punishment

Influence model size Increasing model size has positive effect on compliance degree

Influence of repeated

tasks

Never punished Flexible punishment Always punished

Influence of loops Never punished Always punished Always punished

Ability to deal with

complex business rules

Can handle complex

business rules

Cannot handle complex

business rules

Cannot handle complex

business rules

Support in root cause

analysis

Good support Insufficient support Insufficient support

Table 9: Results of the evaluation

The influence of hidden tasks could be shown with our artificially created cases as well

as using the case study data. Here, only the Conformance Checker provides capabilities

to choose whether to punish hidden tasks or not without modifying the source regulation.

For the model size we found a positive effect of increasing size on the compliance

degree due to the relative calculation of the compliance metrics. This effect has to be

considered especially when dealing with larger models, because non-compliant behavior

might be downplayed by the size of the model.

Looking at the influence of repeated work, it could be seen only the Behavioral Profile

Checker gives us the flexibility to choose whether to punish repetition of a task or not.

This is facilitated by providing different metrics: One with punishment of repetition and

one without. The LTL Checker on the other hand never punishes repetition as long as it

is not explicitly stated in the model that a task must not be executed more than once. In

contrast to that, the Conformance Checker always punishes the undocumented repetition

and we have to explicitly model a loop if we want to allow this behavior. The repetition

of a whole sequence is punished by both the Conformance Checker and the Behavioral

Profile Checker. The LTL Checker behaves in the same way as it does for the repetition
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of single tasks.

Turning from process models to complex business rules which involve the checking of

meta data, it turned out that only the LTL Checker is capable of handling these kind

of regulations. Both the Conformance Checker as well as the Behavioral Profile Checker

do not consider meta data for the compliance checking, although this meta data could

also be included in a process model as path condition. Thus, it can be said, that both

Behavioral Profile Checker and the Conformance Checker are only capable to check the

control-flow of a business process. In contrast, the LTL Checker is also able to check more

complex business rules which incorporate meta data.

Summing up the results for the root cause analyses presented in the case study evalua-

tion, we can say that we could only fully explain the non-compliance reported by the LTL

Checker while for the other approaches we could only find parts of the explanations with

a reasonable effort. We can only assume that most of the unexplained non-compliance

reported by the Conformance Checker and the Behavioral Profile Checker is caused by

the repetition of tasks and by undocumented loops.
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6. Related Work

To our best knowledge there is no work available which does a structured comparison of

different compliance approaches working on real life process execution data. Nonetheless,

there are several works which are highly related to this thesis.

First of all, there are several works on the application of conformance checking using

process mining techniques. For instance Gerke et al. investigate in [60] the measuring of

compliance of processes with reference models in the IT service management. The authors

introduce an approach to measure the similarity of a given process model with a mined

process model based on comparing firing sequences of Petri nets. In order to overcome

the problems of hidden tasks and the overemphasis of the order of activities which come

with common process model similarity approaches, the authors suggest to annotate the

source model to mark certain tasks as being excluded or to mark that in a particular

sequence, the order of activities does not matter for compliance analysis. What is more,

Gerke et al. also evaluate their approach on real life data and compare the results to two

other model similarity approaches which use structural precision and recall [40] as well as

causal footprint [41]. Nevertheless, a structured comparison is missing and the root cause

analysis is limited to trace incorrect instances.

Another work of Gerke and Tamm is also related to our work. In [61] develop an

approach to support continuous quality improvement of IT processes based on the com-

parison of mined process models and reference models in the IT service management field.

Again, this approach is limited to model similarity.

Apart from other works on compliance in the IT service management field, there are

also works on process mining in IT service management which are related to this thesis.

Edington et al. use process mining techniques to identify coordination patterns in IT

service management systems [62]. The derived patterns are used to improve the mutual

understanding of clients and providers regarding defined service level agreements. In [63]
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the authors introduce an approach to predict the best routing for a ticket in an ITSM

system based on historical data. The approach uses sequence mining in combination with

data mining techniques to measure the similarity of the content of tickets. By determining

the best routing for a ticket, the approach aims at minimizing the number of necessary

functional escalations of a ticket.
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7. Conclusion and Outlook

7.1. Summary of Results

In this thesis we have provided an overview of the different types of compliance analysis

and selected three approaches which deal with the conformance checking of real process

execution. The evaluated approaches encompass the LTL Checker in combination with

ConDec models, the Conformance Checker available in the ProM framework and the

Behavioral Profile Checker.

We have shown the influence of different patterns which are commonly stated in the

field of process mining: Hidden tasks, repetition and loops. Furthermore, we also analyzed

the influence of the size of the model which has proven to have a positive influence on the

compliance.

In order to also practically assess the different compliance approaches we have ex-

tracted an event log from the ITSM system of a German IT service provider. The event

log has been mapped to the ITIL incident management process flow whereby different

challenges in the mapping of event logs have been identified. In order to make use of the

event data with all of the selected approaches, we have developed a transformation from

the MXML event log format to the format expected by the Behavioral Profile Checker.

Furthermore, we also transformed the given ITIL process flow model into a Petri net and

a ConDec model. In this thesis we also proposed a mapping from behavioral profiles to

ConDec artifacts which allows for a semi-automatical transformation of imperative mod-

els to declarative models in the ConDec language. Although we did not implement such

a transformation, the proposed mapping can be used in future work to automate parts of

the necessary model transformation.

Using the case study data we have applied all three selected compliance approaches to

check the conformance of the extracted event log against the ITIL incident management

process flow. We hereby used the insights of our beforehand performed artificial pattern
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analysis in order to focus on the root cause analysis of reported non-compliance. Here, it

turned out that only the LTL Checker approach provides sufficient means to find the root

cause of all reported non-compliance. The other two approaches also provide some capa-

bilities for the root cause analysis, but it was not possible to explain all non-compliance

with reasonable effort.

Finally, we have pointed out possible improvements to leverage especially the sup-

port of a fast and convenient root cause analysis which is required to make the already

promising approaches applicable in practice.

7.2. Future Research

Having summarized our results, we want to elaborate on the different aspects which

could not be addressed in this thesis and are subject of future research.

Starting with the criteria which we have chosen for our evaluation, there are different

points which have to be investigated in future work. Regarding the analysis of repeti-

tion in the artificially created cases, we only analyzed the repetition of single tasks and

sequences. This analysis should be extended to more complex structures to better reflect

the circumstances found in reality. Moreover, we did not analyze the influence of the order

of tasks. It has to be tested how the different approaches deal with tasks which occur in

a different order than specified in the process model. From a compliance point of view

it might for instance still be fine if we first prioritize an incident and assign a category

afterwards although the process model defines these tasks to be in the opposite order.

In addition to that, the ability to deal with non-complete process instances should

be evaluated for the selected approaches. As we have mentioned, the Behavioral Profile

Checker considers non-complete logs in its metrics. For the other two approaches it has

to be tested how non-completeness influences the compliance degree. The ability to deal

with non-complete process instances allows to apply compliance testing not only after the

processes have already been executed, but also during run time. In order to finally move

from backward compliance checking to forward compliance checking, it would also be of
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high value to integrate methods to forecast the compliance of a running process instance.

That means, to calculate the probability of non-compliance based on the past executions.

Looking at the representation of compliance regulations, it has to be noted that not

all regulations could be expressed using graphical modeling techniques. More complex

business rules still have to be modeled using LTL formulas which is not very convenient

for the ordinary business user and can quickly get very complicated. Here, more research

is necessary on how to express also more complex business rules in a convenient way which

still allows to convert the modeled business rules into a formalized representation which

can be used for software-aided compliance checking.

Regarding the representation of compliance regulations in process models, we only

focused on one abstraction level in this thesis. Nevertheless, to fully cover all aspects and

different view points of a business process, it is necessary to be able to deal with different

levels of abstraction. For now, we only used a very abstract model in the case study.

Future research therefore should include also a more fine granular model, i.e. on a technical

workflow level. Therefore, the semantic relations between different abstraction levels have

to be modeled (e.g. as ontologies) and taken into account during compliance checking.

Khardili et al. expand this idea to also model the semantic relation of organizational and

resource aspects and incorporate them into the compliance checking [14].

Moreover, we proposed a mapping from behavioral profiles to ConDec artifacts which

can be used to transform imperative process models into declarative process models in

the ConDec language. As most often imperative process models are already existing, the

result of such a transformation can be used as a basis for a declarative representation

of the process instead of creating a ConDec model from scratch. The validation of the

proposed mapping as well as an implementation of the transformation should therefore

be considered in future work.
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Turning from the representation of the source regulations to the analysis of the root causes

of non-compliance, we also identified open issues which should be targeted in future re-

search. Although two of the three compared approaches provide some means to visualize

violations on the process model or case level, these visualizations are very limited and do

not allow for fast discovery and explanation of the actual root cause of non-compliance.

Hence, different ways to visualize violations especially on the process model level have to

be investigated. A rather simple approach might for instance be, to highlight violated

rules returned by the LTL Checker approach in the ConDec model which was used to

generate the LTL formulas. In a more sophisticated approach one might also include

additional information about the circumstances which led to non-compliance into the

visualization and allow for drill-down and roll-up between different levels of abstraction.

What is more, for imperative process models, Awad et al. propose in [64] an approach

to highlight the path of non-compliant cases using temporal logic querying (TLP). In this

field more research is needed to find means to provide the business user with fast and

easy understandable explanations of the discovered violations.
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A. ProM Plug-in - Add Artificial Events

In order to insert events which are not recorded by the system into an event log,

we have developed a plug-in for the ProM 6 framework which is capable of inserting

events before or after existing events in the event log. Therefore, the plug-in requires

the label of an existing event which functions as anchor point and the label of the new

event which has to be inserted. Furthermore, the plug-in has to be provided with the

relative location where the new event should be inserted, i.e. before or after the anchor

event. This information has to be provided by the user in format ”anchor event label, new

event label, before||after”. It is also possible to insert more than one new artificial event

by providing several of pairs of anchor event and new event separated by a semicolon.

In addition to the event information, an event log has to be provided in one of the two

formats accepted by the ProM framework, i.e. MXML or XES. The plug-in copies the

provided log and modifies and outputs the copied log. Thus, the original event log is not

modified.

Figure A.31: ProM plug-in ’Add Artificial Events’ with only an event log as input

Figure A.31 shows a screenshot of the ProM plug-in in the action view of ProM 6.

Here, it can be seen that the plug-in requires an event log as input and outputs a new

event log. The mapping of anchor events and new events is not requested as input as the
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user is provided with a text box to enter the mapping at the start of execution. Moreover,

Fig. A.31 depicts that the plug-in outputs an event mapping of type string. This simply

outputs the string which has been entered by the user, so it can be reused. In order to

make it reusable, we provide a second variant of the plug-in which takes a string as second

input. Figure A.32 shows a screenshot of this second variant.

Figure A.32: ProM plug-in ’Add Artificial Events’ with event log and event mapping as input

Having provided the necessary input, the plug-in searches for all occurrences of the

anchor event and inserts a new event with the given label before or after the anchor

event for every provided pair of anchor event and new event. All information, as e.g. the

timestamp and any meta data, is copied from the anchor event to the new event.
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B. Content of the attached CD

Path Short Description

Masterthesis TBaier.pdf Digital version of this document

Artificial Analysis/Event Logs

hidden task-3 tasks.mxml Event log containing 3 process instances with hidden tasks in a sequence of 3

tasks.

hidden task-6 tasks.mxml Event log containing 3 process instances with hidden tasks in a sequence of 6

tasks.

loop 6 tasks sequence.mxml Event log containing 2 process instances with looped tasks in a sequence of 6

tasks.

repeated task-6 tasks.mxml Event log containing 2 process instances with a repeated task in a sequence

of 6 tasks.

Artificial Analysis/Models

ITIL Model.ltl LTL template exported from the corresponding ConDec model and modified

for the use with the LTL Checker

ITIL model.xml ConDec model of the ITIL incident management process flow

sequence 3 tasks.ltl LTL template exported from the corresponding ConDec model and modified

for the use with the LTL Checker

sequence 3 tasks.pnml Petri net: Sequence of 3 tasks A,B,C

sequence 3 tasks.xml ConDec model: Sequence of 3 tasks A,B,C

sequence 6 tasks.ltl LTL template exported from the corresponding ConDec model and modified

for the use with the LTL Checker

sequence 6 tasks.pnml Petri net: Sequence of 6 tasks A,B,C,D,E,F

sequence 6 tasks.xml ConDec model: Sequence of 6 tasks A,B,C,D,E,F

sequence 6 tasks no-repeat B.ltl LTL template exported from the corresponding ConDec model and modified

for the use with the LTL Checker

sequence 6 tasks no-repeat B.xml ConDec model: Sequence of 6 tasks A,B,C,D,E,F where B is not allowed to

be repeated

sequence 6 tasks not-succession.ltl LTL template exported from the corresponding ConDec model and modified

for the use with the LTL Checker

sequence 6 tasks not-succession.xml ConDec model: Sequence of 6 tasks A,B,C,D,E,F where the sequence BCDE

is not allowed to be repeated

sequence 6 tasks repeated B.pnml Petri net: Sequence of 6 tasks A,B,C,D,E,F where B is allowed to be repeated

Source Code

AddArtificialEventFilter.java ProM 6 plug-in to insert artificially created events into an event log before or

after given anchor events

-107-



B CONTENT OF THE ATTACHED CD

mxml to hpi-xml.xslt XSLT stylesheet to transform an event log in the MXML format into an event

log in the format expected by the Behavioral Profile Checker

transform.cmd Windows command file to transform an MXML event log into an event log

in the format expected by the Behavioral Profile Checker using the provided

XSLT sheet. The XSLT processor Saxon 9 is required.

Command line usage: ”transform.cmd mylog.mxml”

Table B.10: Structure of the attached CD
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